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1. O6wme nonoxeHund

Cpeacrtso npMMeHeHus aneKTpoHHon nognucn «Kpuntolpo SSF» npegHasHadeHo ans obopy-
[O0BaHMS aBTOMaTU3MPOBaHHbIX paboumx MecT nonb3oBaTener NporpamMMHbIX MPOAYKTOB, MOCTPOEH-
HbiX Ha nnatdopme SAP Netweaver ABAP (SAP ERP, SAP SRM, SAP CRM, SAP SCM), n BbICTynaeT KaK Mpo-
rpaMMHas «0bepTka» MpuUKIagHbIX AaHHbIX, MPUMEHSIOWMXCA B Pa3/IMYHbIX CLUEHapuax ANs 3awuTbl
OAHHbIX N OKYMEHTOB C MCMOSIb30BAaHMEM MEXaHM3MOB Ha OCHoBe cepTudunkatoB X.509 1 a1eKTpoH-
HOW NOAMNUCK:

o UAEHTMdUKALMA NONb30BaTENEN N NPOLECCOB CUCTEM IOKYMEHTO060pOTa;

e 3JIEKTPOHHAs NOAMUCb NMPUKNAAHbIX AaHHbIX, 06pabaTbiBaeMbiX B pelieHuax SAP;
e XpaHeHWe AaHHbIX B 3alMLeHHOM dhopMaTe;

e 3allMLLEHHas Nepeaaya laHHbIX Yepes Ny6/InYHbIE CETH;

e [apaHTUpPOBaHWME aYTEHTUYHOCTU N LLESTOCTHOCTUN AaHHbIX.

MporpaMMHoe cpeaCcTBO NpUMEHEHMs 3eKTpoHHOM noanucu «Kpuntollpo SSF» npeacrtaenset cobomn
MoAy/b AMHaMn4yecku nogrpyxxaemon é6nbnunotekn (dil), peanmsytowen nHtepdeic (API) «Secure
Store & Forward (SSF)» n obecneumnBatowen B COOTBETCTBME C 3TUM BbINOJIHEHUE CeayoWNX 3a4ay:

e (dopMMpOBaHME W MPOBEPKY YCWUIEHHOM KBanU@UUMPOBAHHOW 3N1EKTPOHHOW MOAMUCH
AaHHbIX;

e llundpoBaHme 1 paclundpoBaHMe AaHHbIX;
e BbluMcneHune 3HadeHne xew-pyHKLUNK;

o T[ogaepxky ¢opmata kKpuntorpadpumuyeckmux coobuweHunn cornacHo RFC 3852
"Cryptographic Message Syntax (CMS)" ¢ ydetoMm RFC 4490 "Using the GOST 28147-
89, GOST R 34.11-94, GOST R 34.10-94, and GOST R 34.10-2001 Algorithms with
Cryptographic Message Syntax (CMS)";

o [lloppepxky dopMmata Kpuntorpaduyeckmx COobLEHMA YyCOBEpPLUEHCTBOBAHHOM 3M€K-
TpoHHOM noanucu - CAdES X Long ("CMS Advanced Electronic Signatures") ¢ dukca-
uMen BpeMeHM MoAnuMcaHMs 3NEeKTPOHHOro AOKYMeHTa MOCpeACTBOM peanusaumm npo-
Tokona TSP cornacHo pekomeHpauusaM RFC 3161 («Internet X.509 Public Key
Infrastructure, Time-Stamp Protocol (TSP)») n coxpaHeHneM uHpoOpMaunm o cratyce
ceptudukaTta kntoda npoeepku 3Bl noanMcyYMKa Ha MOMEHT BPEMEHW MNOAMUCAHUS
2NEeKTPOHHOro AOKYMEHTa NoCpeAcTBOM peanusauum npotokona OCSP cornacHo peko-
meHgaumaMm RFC 2560 («Internet X.509 Internet Public Key Infrastructure Online
Certificate Status Protocol - OCSP») n xpaHeHMeM Bcex AoKa3aTeNIbCTB MOASIMHHOCTHU
3TOI 3NEKTPOHHOM NoaNucHK;

Mpn 3TOM obecneunBaeTcsa MUCMosib3oBaHue KBa}'IVICbVILl,MpOBaHHbIX CepTMCbVIKaTOB Knoyen npo-
BEPKU 31'IeKTpOHHOl7I noanncun, n3rotaBsinBaemMblX U BblAaBae€MbIX YAOCTOBEPAKOLWNMHN LEHTPaAMN.

CpeAcTBO NMPUMEHEHUS 3MEKTPOHHOM MOAMNMCU MCMNONb3YeT CPeAcTBO Kpuntorpaduyeckon sa-
WKUTbl MHpopMauum (CpeacTBO 3/1EeKTPOHHOM noanucu), obecneumBarollee BbIMOSHEHME clenyowmx
OCHOBHbIX PYHKLUNNA:

e reHepauuto n ynpaBneHue KtoueBor nHdopmaumen;

e (dopMMpOBaHME I1EKTPOHHON MOAMUCKU SNEKTPOHHOIO AOKYMEHTA B COOTBETCTBUU C
FOCT P 34.10-2001, TOCT P 34.10-2012;

e NoATBepXAeHWe NOANMHHOCTU 21EeKTPOHHOM MNOAMNUCK 3NEKTPOHHOIo AOKYMeHTa B
cooTtBeTcTBUM C TOCT P 34.10-2001 n rOCT P 34.10-2012;

e roAcCYEeT 3HadeHus xew-dyHkumm B cootBeTcTBMM € TOCT P 34.11-94 n FOCT P
34.11-2012;

e wundpoBaHMe n paclwndpoBaHng aaHHbIX B cooTBeTcTBMKU € TOCT 28147-89;
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e (hopMMpOBaHME 3aKPbITbIX U OTKPbITbIX K/OYEN 31EeKTPOHHOW Moanucun v wudpo-
BaHUS;
e unaeHTMdMKaUUO, ayTeHTUdUKaumo, WwudppoBaHme, MMUTo3awmnTty TLS coeauHe-
HUA.
CpeanctBo kpuntorpaduyeckor 3awmtbl uHGopMauum (CpeAcTBO 31EKTPOHHOW NoanucK)
OOJIKHO COOTBETCTBOBATb KpuntorpaduueckoMmy wmHtepdency komnaHum Microsoft - Cryptographic
Service Provider (CSP).

Cpeactso kpuntorpaduyeckonm 3sawmTbl MHGOpMaumm (CpeacTBo 3S/EKTPOHHOW MNOAMUCK)
DosmkHo peanusoBbiBaTb TOCT P 34.10-2001, TOCT P 34.10-94, TOCT P 34.11-94 n IT'OCT 28147-89
c ydyetoM RFC 4491 "Additional Cryptographic Algorithms for Use with GOST 28147-89, GOST R
34.10-94, GOST R 34.10-2001, and GOST R 34.11-94 Algorithms".

Cpeactso kpuntorpaduyeckonm 3sawmTbl MHGOpMaumm (CpeacTtBO 3S/EKTPOHHOW NOAMUCK)
OO/DKHO noAadepXxuBaTb cepTuduKaTbl OTKPbITbIX Ko4ven ctaHaapta X.509v3 cornacHo RFC 5280
"Internet X.509 Public Key Infrastructure. Certificate and Certificate Revocation List (CRL) Profile" c
yuyetoM RFC 4491 "Using the GOST R 34.10-94, GOST R 34.10-2001, and GOST R 34.11-94 Algo-
rithms with the Internet X.509 Public Key Infrastructure Certificate and CRL Profile".

Cpeactso KkpunTorpaduyeckon 3awuTbl WH@oOpMauum (CpeacTBO 3/1eKTPOHHOW noAnucK)
OO/MKHO nogaepxmeaTtb opmaTt kpuntorpadumyeckmnx coobuweHnin cornacHo RFC 3852 "Cryptographic
Message Syntax (CMS)" ¢ yyetom RFC 4490 "Using the GOST 28147-89, GOST R 34.11-94, GOST R
34.10-94, and GOST R 34.10-2001 Algorithms with Cryptographic Message Syntax (CMS)".

MporpaMMHoe CpeACTBO NMPUMEHEHMS INEKTPOHHONM noanucu ansa obopyaosBaHms aBTOMaTU3N-
pOBaHHbIX pabounx MecT nonb3oBatenem GyHKUMOHUPYET B 32-yX U 64-n pa3psagHbiX cpegax cne-
AyoLwnx onepaumoHHbIX CUCTEM:

e Microsoft Windows 2000 / XP / 2003 / Vista / 2008 / W7 / 2008 R2 /2012;
e OC cemerictBa Linux, yaosnetsopstowmx LSB 3.1 v Bbiwe;

e FreeBSD 7.X 1 BbllWe;

e AIX5.3un6.x;

e Solaris 10 u BblILLE.
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2. NHctannaunga NO «Kpuntollpo SSF»

2.1. YcraHoska CK3U Kpuntollpo CSP.

Ons dyHKUMoHMpoBaHusa moayns «Kpuntollpo SSF» HeobxoanmMo, 4YTO6bI Ha LEeBOM KOMMb-
toTepe 6bi10 NpeaBapuTenbHo yctaHoseHo CK3U Kpuntollpo CSP (Bo3MOXHO ncnonb3oBaHne CK3U
Kpuntolpo HSM). CBeaeHns n MHCTPYKLUMK MO yCTaHOBKe, yKa3aHHbiXx CK3W npuBeneHbl B COOTBET-
CTBYHOLLEN AOKYMEHTAUWM HA AaHHble MPOAYKThI.

2.2. YcrtaHoBka auctpmbytuea Kpuntollpo SSF
YctaHoBka anctpubytmnea Kpuntollpo SSF goskHa NponM3BoaMTbLCA MoJib30BaTesieM, UMEKOLWMM
npasa agMMHUCTpATOpa.

Ons ycTaHOBKM nporpamMMHoro obecneyeHms 3anycTtmte YCTaHOBOYHbLIA MSi MOAYSb, COOTBET-
CTBYIOWMNI pa3pagHocTu uenesoit OC, nnu moaynb SSFSetup.exe ¢ amctpmbyTuBHOro amcka. MNpu
3TOM bygeT 3anyuweH MmacTep yctaHoBkM Moayns «Kpuntollpo SSF».

4 Kpunrolpo SSF .

Bac npHBETCTBYET NporpaMMa ycTaHoBKH
Kpantollpo S5F

MporpaMmMa BeINONHKT YCTaHoeky KpunTolpo S5F 1.00.0008
Ha KOMMBKOTEP. [NA NpOOoTHEHMA HEHKMMTE KHOMKY “fdanee”,

MPEAYTIPEAR AEHWME: [aHHaA NporpamMMa SalMuLeHa 3akoHaMM

g T | off BETOPCKMX MPEEAX M MEXAYHAPOAHEMY COrMALLEHHAMH,
I‘a__,fr LT | _JTLJ

QQE

LY j"l. D

azan Lanee = ] | OTMeHa

B cneayrouweM okHe MacTepa YCTAaHOBKW O03HAKOMbTECh C JIMLEH3NOHHbIM COrflalleHneM Ha uc-
nono3osaHue O KpunTtollpo SSF. Ecnu Bbl cornacHbl cO BCEMU MYHKTaMW CorfaweHus, BblaenunTe
NYHKT «5 MPpUHUMaO YCI0BUS NIMLEH3NOHHOIO CornawleHmnsa», n Haxvute danee.




XKTAKN.00100-01 90 01. Kpuntollpo SSF. MHCTpyKUMSA NO UCNOAb30BaHUIO.
ﬁ Kpwnrollpo SSF — I ﬁ

NMuuEHINoOHHOE COrnaleHne

HDH{EJ'I'!,I'ﬁL_l'Er BEHMMaTENEHO NPOYTHTE CNEQYHIWEE NMUEHSHMOHHOE
cornaeH4e,

BEHUMATENEHD C3HAKOMETECE C NMUEHIWCHHEIM »
COMAWEHWEM HA MCNONE3OBAHWE W3OENMA

NUUEH3WOHHOE COrMALUEHME

1. TepMWHElI W CNpeasneHK A,

1.1. HacroAwee IMUEH3SWOHHOE CornaweHne ABnAeTcA obwen odeproi
000 "Kpunto-MNpo" W Nonb3oBaTtenem - U3UYeckiM Mnu
HIPHMAWYECKMM NHUCM. HacToAwee JIMUWEH3IMOHHOS CornalweHne B
CNY4Y3E COrNAacKA, BoIpaMEHHOrD B GOopME MONYAHKA B TEYEHWE 7 -

'@ A NpUHKMMEKD YONOBWMA NMUEHSWOHHOrD COrNaweHMa

k : | Ane MPpAUHKMaKD YCNoOBMA NMUEHZMOHHOrD CornaleH A

KPHMTOIPO

[ < Hazag ][ Lanee = ] [ OTmeHa ]

Onsa panbHenwen yctaHoBkn Kpuntollpo SSF HaxmuTe Oanee. Crneaywowmm warom Heobxo-
AVMMO BBeCTU MHMOPMaLMIO O Mosb3oBaTesie, NPOM3BOASLLEM YCTaHOBKY, OpraHM3aumMn n npeaocras-
JIEHHOW NTNLUEH3MM Ha NCMNOoMb30BaHME MOAYNS.

1’{‘;‘ Kpuntollpo SSF I et S|

CBeOEeHnA 0 NoNbL30BaTENE

YKEmHMTE CBeaeHua o cebe,

Mones30EaTENk:

|ME:aH HMeaHoB

OpraHvsauma;

|}(pb1nTu:| {lpo

CepuiiHBIA HoMEP:

BEEAMTE CEPMIMHEIN HOMED, COOTBETCTEYHOLLMIA NMUEHSMOHHOMY COr NALWIEHMKD,
BEs 3a30aHHOMD CEPMIAHOND HOMEDA CPOK ASACTEMA NPOAYKTa 30 oHENA,

KPAMTOIIPO

< Hazan ][ HDanee = ] [ OTMeHa

Ecnu He BBOANTL CepuiiHbliA HOMEp NuueH3un, To byaeTt yctaHoBneHa BpeMeHHas (Ha 3 mecs-
La) o3HakoMmuTenbHas AnueH3ns. CepuiHbIi HOMEP NUUEH3UNU MOXHO ByAeT BBECTU MNo3xe, C UC-
No/Sb30BaHMUEM KOHCONWU ynpasneHus nuueHsmamu Kpunto-Mpo (cm. n. 3.1 BBoag cepuiHbIX HOMEPOB
nvueHsunn ansa moaynen «Kpunrtollpo SSF»).
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Mocne HaxaTusa KHOMKKM [lanee nporpaMmma yCTaHOBKM O0TO6pasuT AManoroBoe OKHO, B KOTO-
poM HeobxoamMMo BbibpaTb BUA YCTAaHOBKMU.

ﬁ Kpunrollpe 55F LX)

Ban ycTranoBKH

BbIEEII:I Haubonee NoAXOAALLEND BU0S YCTAHOBKH,

BrIDEpMTE BUA YCTAHOBKM,

@ Monxwan

ByayT YCTEHOBNEHB BOE KOMNOHEHTEI NporpamMmel. {TpebyeToa
RONbWE BCErD MECTE Ha AMCKE. )

Buibopounan

EI:-IEI:ID HEOBXOOMMEIX KOMNOHEHTOE nporpaMMel M NankM
YCTEHOBKMW, PECC4MTEHa Ha onbITHBIX MoNL0BaTENEN,

KPHMTOIPO

| < Hazan H lanee = ] | OTMeHa |

BbibopouHas ycTaHOBKa MO3BONSIET BbibpaTb MecTo B KaTasore, Kyaa HeobxoAMMo yCTaHOBUTb
moaynb Kpuntollpo SSF.

Cnenywlllee OKHO MacTepa CNyXWUT ANS NOATBEPXIAEHUSA yCTaHoBKU. [Mpn HeobxoammocTu
MOXXHO BEPHYTbCSl Ha3aj M nepeonpenennTb NnapaMeTpbl YCTaHOBKM.

B naHHoM peanunsaumn popmata CADES He ponyckaeTtcs ncnonb3oBaHme OCSP oTeeToB, Y KO-
Topbix none ThisUpdate (BpemMsa Hauana gencteus OCSP oTBeTa) MeHblUe BpPEMEHM, YKa3aHHOM B
wraMne BpeMeHu. T.e. nHpopmaumsa o6 oT3biBe cepTudmKaTa A0KHA 6biTh «CBEXeN», Aabbl UCKIIO-
UUTb WMCMNONb30BaHME HEAOCTOBEPHOW WHOpMaUMK O cTaTyce cepTuduKaTta Ha MOMEHT MNOoAMUCH.
Kpome aTtoro npu otcytcteum B OCSP otBeTe nons NextUpdate (Cpok OKOHYaHUSA AENCTBUSA UHGOP-
Mauum o0 cTtatyce ceptudukata B AaHHOM KOHKpeTHOM OCSP oteeTte), 3HadeHue nons ThisUpdate He
OO/DKHO MpeBbilaTh BpeMsl, yKa3aHHOe B WTaMne BpeMeHun 6onee yem Ha 5 MUHYT. No3TOMy Heobxo-
ONMO CreguTb 3a CUHXPOHM3AUMEN BpeMeH yKasaHHbix cnyx6 (TSP, OCSP), ocobeHHO, ecnu OHMU
pacrnonaraltTcsl Ha pa3HblX CepBepax.

Mpu popmupoBaHum coobueHmn 2N no dopmaty CADES B TOM cnyvae, ecnn moaynb «Kpun-
TolMpo SSF» monyuyaetr OCSP otBeT oT cnyx6bbl OCSP co 3HayeHneM BpeMeHeM B none ThisUpdate
MEHbLLMM, YEeM B MOJSIYYEHHOM LUTaMMe BpeMeHun, oH byaeT npogosmkaTb nocbiiate OCSP 3anpockl ¢
HEKOTOPbIM MHTEPBANIOM A0 TEX MOp, NOKa 3TU BPEMEHA HEe CTaHYT, XOTS Obl paBHbIMU.

B cnyuae, koraa ansa dopMmupoBaHma I no dopmaty CAdES mcnonb3ytoTcs NporpamMmMmHble
CpeacTBa ApYyrux MpousBoAUTENen, KOTOpPble B 3TOT MOMEHT He MPOBepsioT pacXoXAeHue BpeMeHu
wTamna speMeHn n OCSP oTBeTa, MOXeT BO3HUKHYTb CUTyaums, KOrga OKpyrieHHoe 40 CeKyHpn Bpe-
Ma OCSP oTBeTa OoKaXeTCs MeHblle HEeOKpYyrneHHoro BpeMeHu wtamna (ao 0.5 cek). Moagynb Kpun-
TolMpo SSF npu npoBepke I TakmMx coobLEHNI MOXET BblaaTb owunbKy. [na npeaoTBpalleHns Taknx
CUTyaumn MoxeT ucnonb3oBaTbca napameTp AllowedExceedingTSPoverOCSPTime B HacTpolikax noau-
Tukn moayna CAdES («[onycTMMoe npeBbllleEHNE BPEMEHW LITaMMNa Ha4 BPEMEHEM Hayana AencTeus
(ThisUpdate) OCSP otBeta B CAdES coobuweHuax. Ot 0 go 10 cekyHa»). 3HayeHmne AaHHOro rnapa-
MeTpa MoxeT b6biTb 3agaHo npu yctaHoBke Moayns Kpuntollpo SSF Ha npeactaBNeHHOM HuMxke
3KpaHe. B pe3ynbTaTe ykKasaHHOe 3HadeHme 6yaer 3aHeceHO B Peectp Windows B Kktod
HKLM\Software\Policies\Crypto-Pro\CAdES\.
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ﬁ Kpwnrollpo SSF

|

MoTOBa K YCTAHOBKE NpOrpaMMbl

MporpaMmMa roToBa K HaYany YCTSHOBKH.,

HaHMUTE KHOMKY "YCTaHOBWTE , YTobbl HEYETE YCTAHOBKY.

YUrobbl NpOCMOTPETE MAK M3MEHWTE MAPAMETPEI YCTEHOBKM, HEMMMTE KHOMKY "Hazan"™.
HaMuTe KHoMKy "OTMEHE"™ ANA BRINOAE M3 NPOrpaMMel,

(ThisUpdate) OCSP oteeTa B CADES coofwenuax, OT 0 oo 10 cekyHa.

KPHMTOIPO

JonycTUMoe NPeBLILEHWE BDEMEHK WTAMNE HAA BpEMEHEM Ha4ana nEdCTEMA |I:|_

[ < Hazag ][ ¥CTaHOBWTE ] [ OTmeHa

[na noaTeepXAeHNa HaXXMUTE KHOMKY YCTaAaHOBUTD.

lMocne BbINONMHEHMS BCeX OMNMCaHHbIX WaroB Mactep yctaHasnmeaeT MO Kpuntollpo SSF, co-

npoBoOXAaas hencrems KOMMEHTapUusamMn.

[ ———
ﬁ Kpunrollpe 55F I el

¥Ycranosxka Kpuntollpo S5F

YCTaHaBNME3MDTCA Elblﬁl:lElHHblE KOMMNOHEHTEI NPOrpaMMel.

|E|_ JoaWTeCh OKOHYaHKMA YCTaHoBKK KpunTollpo S5F,. 3To MOKET 3aHATE
7 HECKONEKD MAHYT.

CocToAHKe:

KPHMTOIPO

1o OKOHYaHUKM YCTAHOBKM MacTep MokKa3biBaeT OKHO C MoATBEepXAEeHUEM YCHeUJHOVI YCTaHOB-

KU1, roe Heo6xoanuMo HaxaTb KHorky FoToBoO.
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ﬁ Kpwnrollpo SSF Liz-,l

MporpammMa ycraHoekn "Kpuntollpo SS5F
FaBepueHa

YrTaHoBKa KpunTollpo S5F” yonelHo sageplieHa. HammMuTe
kHoMKyY “ToToB0"™ ANA BEIXOAE M3 NPOrpaMMEl .

o R
& t‘:, I JJ[LJ

| )

et
e
LI

-~

Mpn nepeyctaHoBke/yganenmnn auctpubytmea Kpuntollpo SSF cneayet nepeycraHosutb 1 MO
Kpuntollpo CSP.

2.3. YcraHoBka auctpmbytuea Kpuntollpo SSF B OC UNIX/Linux
B OC cemencrtea UNIX/Linux auctpnbytmebl npoayktoB Kpunto-lpo npeacrasnsitor cobon
YCTaHOBOYHbIe NaKeTbl, 06LWenpuHATbIE AN Kaxaon KOHKpeTHon OC.
Hanpumep, anga OC Linux - 310 rpm nakeTbl, ang OC Solaris - .tar.gz nakeTbl U T.4.
[nga ycTaHOBKM MCNOMAb3YOTCA CTaHAapTHble ycTaHoBLwukn OC.

Onsa dyHKUMoHMpoBaHuga moayns «Kpuntollpo SSF» Heobxoanmmo, 4Tobbl Ha LEeeBOM KOMMb-
toTepe 6b110 NpegBaputTenbHo yctaHoneHo CK3UW Kpuntollpo CSP (Bo3MOXXHO ucnosb3oBaHne CK3U
KpuntolNpo HSM) Bepcun 4.0 u crapwe. CBeAeHUS U MHCTPYKLMW NO YCTAaHOBKe, yKa3aHHbIXx CK3U
npuBeAeHbl B COOTBETCTBYOLEN AOKYMEHTauMn Ha AaHHble NPOAYKThI.

Janee Heobx0ANMO yCTaHOBUTbL NM60 3 OTAENbHbIX NakeTa B YKa3aHHOM MNopsaKe:
- KnueHT cnyx6bl LUTaMNOB BpEMEHU

- KnueHt cnyx6bl OCSP

- CADES SDK

nmbo yctaHoBuTb Habop «Kpuntollpo 3UIM» Bepcmn 2.0 nan HoBee cornacHO AOKYMeHTaumu
Ha AaHHbIA NPOAYKT.

lMocne ykasaHHbIX Waros HeobxoanMo ycTtaHoBUTb nakeT «Kpuntollpo SSF»

Hanpumep, B OC Linux no nepBoMy BapmMaHTy HEO6XOAMMO BbIMOMHUTb KOMaHAbI:
rpm —ivh Isb-cprocsp-tsp-util-64-4.0.0-4.x86_64.rpm

rpm —ivh Isb-cprocsp-ocsp-util-64-4.0.0-4.x86_64.rpm

rpm —ivh Isb-cprocsp-cades-64-4.0.0-4.x86_64.rpm

rpm —ivh Isb-cprocsp-sapssf-64-4.0.0-4.x86_64.rpm

11
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B OC Solaris nakeTbl CHa4ana pa3apXnuBUpPYHOTCS:
gzip -d <mnmsa naketa>.tar.gz

tar —xf <uma naketa>.tar

MoToM ycTaHaBnmBatoTcsa KomaHgon pkgadd:
pkgadd -na ./admin -d . CPROTSPutlx

pkgadd -na ./admin -d . CPROOCSPutx

pkgadd -na ./admin -d . CPROCadesx

pkgadd -na ./admin -d . CPROssfx

Mpwn ycTaHoBKe MakeToB aBTOMAaTU4YECKW MPOMUCLIBAIOTCA BPEMEHHble O3HAKOMUTESIbHbIE NN-
ueHsuu (ansa knmeHta TSP, OCSP v ana moaynsa Kpuntollpo SSF), AencTByowme B Ted4eHne 3-x me-
CSIUEeB C MOMEHTa MNepBON YCTaHOBKMU.

Mo ncreyeHnun Tpex MecsiueB MCNOMb30BaHWe AaHHbLIX Moaynen 6yaeT Bo3BpalwaTb ownbky. B
XXYpHane oHa MoOXeT 6biTb MaeHTMdUUMpoBaHa no koay ownbkm — 0x8007064A.

AN yCTaHOBKW NOCTOSIHHbIX SIMLEH3UI HEOH6X0ANMO BOCMNO/b30BaTbCA KOMaHAaMMU:

- 4onsa knmeHta TSP:

/opt/cprocsp/bin/<npoueccopHas apxutekTypa>/tsputil license —-s <Homep nuMueH3Nn>
- onsa knmeHta OCSP:

/opt/cprocsp/bin/<npoueccopHas apxutekTypa>/ocsputil license -s <HOMep AUUEH3NN>
- ana moaynsa Kpuntollpo SSF:

/opt/cprocsp/bin/<npoueccopHas apxutekTypa>/ssflicense <HoMep nuueH3nn>

12
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3. Hactpowuka MO «Kpuntollpo SSF»

3.1. BBOA cepuiHbIX HOMEpPOB NnuUeH3nn ana moaynen «Kpuntollpo SSF»

Mpwn ycTaHoBKke nporpaMMHoro obecneueHuns «Kpuntollpo SSF» 6e3 BBOAA /INLEH3NM NONb30-
BaTeNl0 MpenoCcTaBnseTcs JIMUEH3Us C OrpaHW4YeHHbIM CPOKOM AeWUCTBUA. [N WCnosib30BaHMS
«Kpuntolpo SSF» nocne okOHYaHMs 3TOro CpokKa Mofib30BaTeslb AOJIXKEH BBECTU CEPUINHbIN HOMEp C
6naHka JlInueH3nun, Nosy4YeHHoOW y opraHusaumm-paspaboTymka mnam opraHusaumu, MMelowen npasa
pacrnpocTpaHeHuns npoaykTa.

Lna BBoga nmueH3nu BblrnosHuTe [lyck -> [lporpammsl -> Kpunto-llpo -> YnpasieHue -
ueHzusamu Kpunrtollpo PKI. B ocHacTke YrnpasneHue nnueH3nsammn Kpuntollpo PKI Bbibepute npoayKT,
JINLEH3UI0 Ha KOTOPbIN Bbl XoTUTE BBECTU. B KOHTEKCTHOM MEHIO BbibepuTte Bce 3agaum - Beectu ce-

DUIAHBIN HOMEP.

& DVD-cryans Windows

& Internet Explorer (54-paspagHeiii)

E Internet Explorer admin

# Windows Media Center

@ Konnekuws ragxetos paBouero crona JoxymeHTs
@ Mporpamme! Ne YyMoAYaHU

|3 Npourpriatens Windows Media Vzobpaxerna

-+# CpegcTteo npocmoTpa XPS
(5 ®akcer v ckanmpoeadne Windows il
Ej UenTp cBHoenerna Windows

§ Asrosarpysra Komnetotep

L Wrpe

MaHens ynpasneHmna
. Kpunto-Mpo o

|2 Kpunrolpo CSP
= Kpuntollpo PEI

YcrpoicTea v npuHTEpHI

@] Copamiman) Mporpammbl NO YMOAHaHAH
W Ynpaenedne nuuerzuamn Kpuntollpo PEI

. OGonywmneaHue Cnpaeka u nogaepxka
. CraHaapTHblE

Hazag

o - [ ——— —
Halmu npozpames U galia [ 3asepiuenwne paboTol |

KpoMe ucnonb3oBaHWs NULIEH3MW Ha MCnosb3oBaHue moaynsa «Kpuntollpo SSF», B cnyuae
HeobxoaAnMMOCTM B (POPMUPOBaHUM YCOBEPLUEHCTBOBAHHOW 31eKTpoHHOW noanucu (popmat CADES),
Heo6Xxo0ANMO TakXe BBECTU CcepuiiHble HOMepa JIMLEH3MA Ha UCNOoNb30BaHne KianeHToB cnyx6 OCSP un
TSP.
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& ¥npasne nwe avue Hawamu Kpuntollpo PKI Q@E|

KoHcone  fdedcTeMe  BHa

PR 2E &

¥MPagneHHe NHLEHZHAMH

2 KpunToMpo C5P
"J FKpunTolpo S5F
FKpunTolpo WinLogon
_-j] FpHnToMpo TSP Client

EE Kpunrolpo OCSP Client

Crnpagtka

MNpoayeT
IE2 KpmnToNpo CSP
él{pnnmﬂpu S5F
%I{pnnml‘lpo WinLogon
ﬁl{pmnml‘lpo TSP Client
KpunTolpo OCSP Client

BepcHa
3.6.7777
1.00.0008

NHueHzHA
CepeepHan
D3HAKOMHTENEHAA

CTaHAapTHAA
CTaHAapTHaA

==l x]

Cpok AEACTEWA
HearpaHi4eH
25.06.2014

FK.AHEHT HeorpaHu4e., ..
19.04,2014
19.04,2014

3.2. BBoa cepuiHbIX HOMepoOB nuueH3nn ana moaynen «Kpuntollpo SSF» ans

OC UNIX/Linux

Mpwn yctaHoBke ANCTpnbYTUBHbIX nakeToB B OC cemerictea UNIX/Linux aBTOMaTu4ecku npo-
NMUCbIBAOTCA BPEMEHHbIE 03HAKOMUTENbHbIE NnueH3nn (ans kaneHta TSP, OCSP n gna moayns Kpun-
Tolpo SSF), gencreytowme B TeHeHne 3-x MecsueB C MOMEHTa NepBO YCTaHOBKM.

Mo ncreyeHnn Tpex MecsueB MCNOMb30BaHWE AaHHbIX Moaynen 6yaeT Bo3BpalwiaTtb owunbky. B
XYpHane oHa MoXeT 6biTb naeHTuduUUMpoBaHa no koay owmnbkn — 0x8007064A.0nsS yCTaHOBKKM MNO-
CTOSIHHbIX NIULEH3MN HEO6X0AMMO BOCMONb30BaTLCA KOMaHAAMMU:

- 4onsa knmeHTa TSP:
/opt/cprocsp/bin/<npoueccopHas apxutekTypa>/tsputil license -s <Homep nuueH3nn>
- 4nsa knmeHta OCSP:
J/opt/cprocsp/bin/<npoueccopHas apxuTtekTypa>/ocsputil license —s <HoMep AMUEH3NN>
- ana moaynsa Kpuntollpo SSF:
/opt/cprocsp/bin/<npoueccopHas apxutekTypa>/ssflicense <HoMep nnueH3nmn>

CoOTBETCTBEHHO, MPOCMOTpPETb VIHCbOpMaLI,VIlO 06 YCTAHOBJIEHHbIX JTIMUEH3UAX MOXHO MpU No-
MOLKN KOMaHA:

/opt/cprocsp/bin/<npoueccopHas apxuTtektypa>/tsputil license

/opt/cprocsp/bin/<npoueccopHast apxutekTypa>/ocsputil license

/opt/cprocsp/bin/<npoueccopHas apxutekTypa>/ssflicense
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3.3. HacTpoiika napaMeTpoB yCOBEpPLUEHCTBOBAHHOM 3/IEKTPOHHOW NOANUCH

CoobuieHns Ha ocHoBe dopmaTa «CADES» npeacraBnsitoT cobon coobueHms yCcoBepLIEHCTBO-
BaHHOW 3nekTpoHHOM nognucn (3M) - CAdES X Long Type 1("CMS Advanced Electronic Signatures").
dukcauma BpeMeHn noanncaHmsa 31eKTPOHHOIro AOKYMeHTa B AaHHOM ¢dopMaTte peanunsyeTcsl nocpea-
CTBOM BKJ/IIOYEHUS B COO6WEHMS WTAaMNOB BPEMEHU COrflacHo pekoMeHaauussm RFC 3161 («Internet
X.509 Public Key Infrastructure, Time-Stamp Protocol (TSP)»). CoxpaHeHune nHdopMauum o cTaTyce
ceptudukaTa Katoda nposepku Il nognucymMka Ha MOMEHT BpPEMeHU MoANMUCcaHus 3NeKTPOHHOro A0-
KyMeHTa obecrneuymBaeTcs MOCPEeACTBOM BKJ/IOYEHUS B COOOLLEHME NOAMMCAHHOrO OoTBeTa CNyXO6bl
OCSP, dopmupyemoro cornacHo pekomeHpaumaMm RFC 2560 («Internet X.509 Internet Public Key
Infrastructure Online Certificate Status Protocol — OCSP»). KpomMe 3Toro B coobuieHne BK/IOYaAOTCH
BCE NpoymMe AoKa3aTenbCTBa NOAJIMHHOCTU KOHKPETHOM 3NEKTPOHHOM NOAMNCH.

Ons dopMupoBaHma cooblieHnn ycoBeplleHCTBOBaHHoOM 3O HeobxoamMm aoctyn K cnyxbe
LUTAaMMOB BpeEMEHU U cnyxbe akTyanbHbIX CTaTycoB cepTudukaTtoB. [aHHble cnyx6bl 06bIYHO pa3Bo-
paumMBaloTCs B MHGPACTPYKTYpe yAOCTOBEPSIOWMX LEHTPOB M MNPeAoCTaBASOT OTKPbITbIA AOCTYM K
cBouM cepsucam. [loctyn, B 60/bLUMHCTBE CllyyaeB, OCyllecTBaseTcs no nportokony HTTP(s). Bpewms
Ha cepBepax cnyx6 AonXHO 6bITb CMHXPOHU3NpOBaHO. Hanpumep, ®opmat I cades npn dopMupo-
BaHMKM Dl He AONyCKaeT pacxOoXAEeHWs BpeMeHMW LiTaMmrna M BpeMeHu ocsp-oTeeTa 6onee yem Ha 60
cek.

Ecnu agpec cnyx6bbl akTyanbHbiX cTaTtycoB ceptudukatos (OCSP) nssnekaetca us ceptndm-
KaTa, To agpec cnyx6bbl WTaMNoOB BpeMeHN HeobXoAMMO yKa3biBaTb MPUIOXKEHUAM SIBHO 4Yepe3 BO3-
MOXHble dalnbl KoHbDUrypaumm uam yepes NporpaMmMHbIi MHTEpPdENC.

Moaynb «Kpuntollpo SSF» ncnonb3yeT Ana 3Toro HaCTpPoOMKM rpynnoBbix nonutuk B OC Win-
dows. Auctpmbytme «Kpuntollpo SSF» yctaHaBnmaeT wabnoHbl rpynnoBbiX MOAUTUK KIANEHTOB
cnyx6 OCSP u TSP. lna aoctyna K HUM 3anyCTUTe KOHCOMb YrNpaBAeHUs rpynnoBbIMA NOSNTUKAMU
OC Windows npu nomoLim KOMaHAabl:

gpedit.msc

Ha 64-pa3psigHblX MalwWHaX C yCTaHOBMNEHHOW 32 pa3psaHON Bepcuen Moayns HeobxoauMo
3anyckaTb KoOMaHAay:

mmc -32 gpedit.msc
B OTKpbIBLLUENCS KOHCONN:
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-
=] PepakTop nokansHo# rpyNNOSo NoAMTHKK

="

@ain  Jeficteme Bug Cnpaska

e 1@ =z HE 7

=] Meautuka "MokankHelid komnsoTep” -
4 A KoHdurypaums komneroTepa
|| Kondumrypauma nporpamm
> || Kondurypauyna Windows

4 [ AQMHHWCTPaTUBHBIE WABAOHE

- || Komnonextel Windows

»

MNaHens ynpaeneHua
MpuHTEpEI
CeTe
Cucrema
Knaccuyeckne agmuHNCTRATHE
~| KPUOTO-NPO
| Kpwnrelpe CSP
~| KpuntoMpo QCSP Clien
| Kpwuntolpo TSP Client
'z Bce napamerpel

" rrrryee

m

4 i, Kondurypauma nonssosatens
|| Kondumrypauma nporpamm
> || Kondurypauyna Windows
4 [ AQMHHWCTPaTUBHBIE WABAOHE

s KomnoHentel Windows
Menro «[Tyck= n naHene 3agau
QOBwme nankn

Manene ynpaeneHun
PaBouwii cton

Cete

Cuctema

Knaccudeckne agMUHNCTRATHE

(O R B R ) )

~| Kpunto-Mpo
| KpuntoMpo OCSP Clien|
| KpuntolMpo TSP Client

Bce napamerpel -
1 | &

CocToaHue

\iz| Monce: BkntoYaTeE None ‘nonce’ B 3aNpoc No YMonYaHue
\i=| Monce: sanpertnTe HENons30BaHUE NONA 'Nonce’ B 3anpocax
\iz| Nence: pazmep nona ‘'nonce’ B 3anpocax

/i£] Monce: TpeBoEaTe MCNOABICEAHME NOAA NONCE' B 3aNpOCax
| ANropuTMEL 2NTOPUTI X3LLMPOEAHNA MO YMONYaHWID

| AnropuTMEl 3aNPELLEHHBIE ANMOPHTME] X3LLWPOBAHWA

| AnropuTMel: paspellEHHbIE AAMOPHTME! X3LLWPOBAHWA

i=| AyTenTudnkayna (NpoKcH-cepBep): 3aNpeLLEHHbIE THMEBI

==

2| AyTeHTudnkauna (NpokcH-cepeep): 3anNpeLLEHHBIE THIB (C .

2| AyTeHTudmkauma (NpokcH-cepeep): TUN NO YMONY3HUHE

2| AyTeHTudukaumua (NpokcH-cepEEp]): TUN NO YMONY3HARS (C ...

[iE| AyTeHTUMKALMAL 3aNPELLEHHBIE TUMEI

[i=| AyTEHTUMKALMAL 3aNPELLEHHBIE TUNBI (€ MENOAE30BAHWEM. .,

| AyTEHTUGMKALMA: TN NO YMOIY3HUHE

=

| AyTeHTUMKALMA: TUM N0 YMONHAHWHD (C MCNOABDEIHHEM ..,
2] 3anpoc: TpeBoEaTe HANWYNA CEPTUGNKATA CNyKEBEl B LUTAM...
=] MoanTuen: gonycTUMEIE MAEHTUDUKATOPEI NOAWTHKK B 33M..,

=]
=]

iz MNpokcu-cepBepsl: 3Apec NPOKCH-CEPEEDA N YMOAYaHWHD
iz Mpokcu-cepBepbl: paspeELLEHHEBIE NPOKCU-CEPEEREI

=] CnycBil witamnos MS: agpec cnyxBel LUTAMMNOE BPEMEHN ...
=] CyscBil witamnoe MS: paspelwedtsie cny#Bsl LUTAMMDE B...

lE_E, Lramn: mMakcumaneHoe PACHOMAEHNE BQEMEHK NONYHEHNA...

=| Monutakm: JANPETUTE 380aHNE H,ﬂ,EHTHﬂtIMKETEIFIE MNOAWTHEN ...

i) Moaumuen: naeHTUGUKaTop NOANTMEN B 3aNpoOce No yMoad...

CyBbl LUTaMNOB: 3gpec cmy>xbbl LUTAMMNOE BPEMEHN NO Y...

Cny#Bbl LUTEMNOB: paspelUeHHble CNy#Ebl LUTAMNOE BREM...

CocToAaHue
He 3apaHa
He zagaxa
He zagaxa
He zapaHa

He zapaxa
He zapaHa
He 3agaHa
He zagana
He zagaxa
He zapaHa
He zapaxa
He zapaHa
He zapaHa
He zagana
He zagaxa
He zapaxa
He zapaxa
He 3apaHa
He zagaxa
He zagaxa
He zagaxa
He zapaxa
He zapaxa
BnroueHa
He zagaxa

He zagaxa

PaclunperHbiit ;‘\CTEHﬂ,EpTHbIﬁ/

Bblbepute BeTBb «AAMUMHUCTPATUBHbIE WABNOHbI» -> «Knaccuyeckme agMMHUCTPATUBHbIE WabnoHbI»
-> «KPUMNTO-MPO» -> «KpunTtollpo TSP Client» n 3agante 3HayeHmne napamerpa «Cnyx6bl LUTaMMoB.:
aapec cnyxo6bl LWUTAaMNOB BPEMEHM MO YMOJIYAHUIO» :
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r T —— N
: =
A CoywBol wramnos: agpec cnyokbel WTAMNOE BPEMEHN NO YMOAYAHWHD -l

E Cy#Bbl WTaMNOE: 3Apec CAy#Bbl WTAMNOE BPEMEHKM N0 YMOMHEHWH

Mpegwaywmi napameTp ‘ ‘ Cneayrowni napameTp

He 3aa3Ho Kemmentapuii .
@ BramuuTe
CTintounTe i
MoapaepsueasTtca: !
MapameTpr: Cnpaeka:
Beeawre URL: Onpegenset agpec cnyxbbl LUTAMNOE BPEMEHN MO YMOAYEHWIG, | *
http://www. cryptopro.ru/tsp/tsp.sri| Dopmar agpeca: "< npotokons:/

[«nonesceatens>:<napone> @]<cepeep> [nopT][/nyTe]". 3aece
E KAYECTEE NPOTOKDAA MoXHO ykazate "http" wnwn "hitps".

Mpw ykazaHuu UMEHW NONBE30EATENA M NAPOAA B 3apece cnyEel
LUITAMMOE TAKHKE CAEAYET 330aTh COOTEETCTEYHILLMEA TUN
BYTEHTUMKALMN B NOANTMKE "AyTEHTMQUKALKMA: TUN No
yrMonYaHu" uan "AyTeHTHEWKILNAT TUI Mo YMONYaHUH (C
WncnonbsoeaHuen 550"

Ok l I CTaeHa

Beeaute URL, ncnonbsyembin 4ns goctyna K ueneson cnyxbe.

Ong naMeHeHns rpynnoBbIX NOMTUK B NPOCTPAHCTBE MOANTUK «JIOKanbHbIA KOMMbIOTEP» Tpe-
6ytoTcsa npaBa AAMMHUCTPATOPOB JIOKaAbHOM MawuHbl. [pyM 3TOM AaHHble HAaCTpOMkK 6yayT AENCTBO-
BaTb AJ15 BCEX MONb30BaTeNel 4aHHOro KOMMboTepa.

Cnyx6bl YL Kpuntolpo noagaepxuatoT 6anaHCUPOBKY Harpysku. T.e. MOXHO pa3BepHYTb He-
CKOJIbKO cepBepoB cnyx6, npu 3ToM obpallascb K HAM Mo O4HOMY ajpecy.

B cnydae, ecnn Tpebyerca obecneymTb HaAeXHOCTb (PYHKUMOHMPOBAHWUS CUCTEMbI, MyTeM
pa3BepTbiBaHUA HECKOJIbKNX CNyxX6 TSP, K KOTOpbIM 06palleHne oCyLecTBISeTCS C UCNOJSIb30BaHUEM
pa3HbIX aApecoB, AOMOSHUTESbHbIE aapeca TakMX CNyX6 MOXHO yKa3aTb B MepeMeHHON OKPYXeHUSs
WAKn B 3HadeHMU napameTpa danna HacTtpoek ssf.ini - CP_SSF_ADD_TSP. Aapeca cny»6 npu aToM
pasgenstTca cumBosiom ;. Hanpumep,

CP_SSF_ADD_TSP=http://testca.cryptopro.ru/tsp/tsp.srf; http://testca.cryptopro.ru/tsp1/tsp.srf
Mpn aTOoM npoueaypa noanucym 6yaeT NbiTaTbCa CHadana obpawaTbCs MO OCHOBHOMY aAapecy
cnyx6bl, yKazaHHOMY B OCHacTKe rpynrnoBOM MOJIMTUKK, a B C/ly4yae Heyaayu, NoBTopATb nMpoueaypy

C UCMOJIb30BaHMEM afpecoB CNy>6 yKasaHHbIX B MepPeEMEHHON OKPYXEHUS UM B 3HAYEHUW MapaMeT-
pa danna HacTpoek ssf.ini.
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3.4. HacTtpolika napaMeTpoB YCOBEPLUEHCTBOBAHHOM 3M1EKTPOHHOW MoAnuCcU B
OC UNIX/Linux
MapaMeTpbl YCOBEPLUEHCTBOBAHHOW 3/IEKTPOHHOW MOAMUCKU, ONMUCAHHbIE B MpeablAyLEeM NyHK-

Te, B OC cemerictea UNIX/Linux nponuceiBaloTcs B koHburypaumoHHoMm darine CK3U Kpuntollpo
CSP:

/etc/opt/cprocsp/config[64].ini

MapameTpbl kneHTa TSP ykasbiBatoTca B cekummn [cades/tsppolicy], knneHta OCSP B cekunmu
[cades/ocsppolicy]. Hanpumep:

[cades/tsppolicy]
DefaultTSPURL = http://www.cryptopro.ru/tsp/tsp.srf

MoNHbIA CNUCOK MONMUTUK, KOTOPble MOXHO 3afaBaTb, ONMCaH B AOKyMeHTauum Ha Kpuntollpo
3N SDK (cades).

3.5. Hactpounka NO SAP ansa ncnonb3oBaHusa moaynsa «Kpuntollpo SSF»

Cuctema SAP fonkKHa MMETb BO3MOXHOCTb A0CTyna K dyHKUMaM Moaynsa «Kpuntollpo SSF».
Ons sToro Heo6xoAMMO yKkasaTb pacnosioXeHWe MOoAyNs Ha LeneBOn MalluMHe U UCMNOJib3yeMble UM
anroputMbl. Ha KIMEHTCKUX KOMMblOTEpax 3TO OCYLLECTBASAETCS 4yepe3 KOH(UrypauuoHHbIn dann
ssfrfc.ini nAn yepes nepemMeHHble OKpYyXeHMsA. Ha cepBepax NpUIOXEHMn 3TO 3ajaeTca vyepes napa-
MeTpbl NPOPUNA NNU NEPEMEHHbIE OKPYXEHUS.

Ha 64 pa3psaaHbiX BEpCUAX OMepauMOHHbIX CUCTEM CnefyeT NpaBuibHO yYKa3biBaTb UMS MoAY-
nsa cpsapssf.dll B ssfrfc.ini (nin B nepeMeHHON OKpyxeHus). He ncnonbsyinte 64-paspsagHyto BEPCUIO
61MbnunoTtekn, ecnn Bbi3biBaTh €€ byaeTe n3 32-x paspsigHOro npunoxeHusa. Micnonb3synte ans aTtoro
Bepcuto 6mbnuotekn, yctaHoBNeHHYK B katanor ..\Program Files (x86)\... SAP npunoxeHus Ha
K/IMEHTCKUX KOoMMbloTepax 06bi4HO 32-X pa3psaHbie!

MHdopMaumns o nonb3oBaTenisX, 3a4eMCTBOBaHHbIX B MHdpacTpykType PKI, Takxe posxHa
6bITb KOPPEKTHO OTpa)eHa B cuctemMe SAP, B 3aBUCUMOCTU OT Mcnosb3lyemMoro ABAP npuioxeHus.

CBeneHuns Mo HaCTpoKMKe AaHHbIX NapaMeTpoB CM. B AOKYMEHTaLMM Ha COOTBETCTBYOWME NPO-
OYKTbl SAP.

HekoTopble napameTpbl paboTtbl Moaynsa Kpuntollpo SSF MOXHO WM3MEHATb B MNepeMeHHbIX
OKPY>XEHUA UNn B KOHPUrypaumoHHoM datine ssf.ini.

Moaynb «Kpuntolpo SSF» mwet dann ssf.ini B katanorax %commonappdata®%\Crypto Pro\
(obwmn kaTtanor ans Bcex nonb3oBaTtenen) u B katanore %localappdata%\Crypto Pro\ (dain B ka-
Tanore AppData Tekywero nonb3oBaTesis, N04 YYETHbIM MMEHEM, KOTOPOro paboTaeT NpuioxeHume).

[lononHuTenbHble MapaMeTpbl CHayasa M3BNEKalTCs M3 obllero Ans BCeX Nosib30oBaTesnen
darna %commonappdata®%\Crypto Pro\ssf.ini, ecnu dain oTcyTCTBYEeT MK B HEM OTCYTCTBYET Tpe-
6yeMbln nMapaMeTp, TO MPOM3BOAMTCS MNOMbITKA HaWTW 3Ha4veHue Tpebyemoro napameTpa B danne
%localappdata%\Crypto Pro\ssf.ini. Ecin n TaMm napaMeTp OTCYTCTBYET, TO MPOM3BOAMTCH MOMbITKA
NoOaY4YuUTb 3HAUEHNE MapaMeTpa U3 NepeMeHHON OKPYXEHUS.

CnuMcoK AoNoSIHUTENbHBLIX NapaMeTpoB npueeaeH B NpunoxeHne. CNNCOK NepeMeHHbIX OKpY-
XeHUS 1 napaMeTpos ssf.ini.

MpumMep copepxmmoro darina HacTpoek:

[cpsapssf]

CP_SSF_USERID=CERT_HASH
CP_SSF_ADD_TSP=http://testca.cryptopro.ru/tsp/tsp.srf;http://www.cryptopro.ru/tsp/tsp.srf
CP_SSF_VERIFYCERTFLAGS=0x40000000

CP_SSF_VERIFYCERT_ONSIGN=1

CP_SSF_VERIFYCERTFLAGS_ONSELECT=0x40000000

CP_SSF_ASK_PIN_WHEN_EMPTY=1

#CP_SSF_VERIFYCERTACCEPTABLESTATUS=0
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Mmsa cekumm [cpsapssf] — ob6s3aTensHoO.
MocnegHwit napaMeTp B AaHHOM MpUMepe 3aKOMMEHTUPOBaH.

3.6. Hactpounka MO SAP ans ucnonb3oBaHusa moayns «Kpuntollpo SSF» B OC
UNIX/Linux
B OC cemeinctea UNIX/Linux moaynb Kpuntollpo SSF ycTaHaBnuBaeTcs KakK pa3sgensemas
6ubnmnoteka /opt/cprocsp/lib/<npoueccopHas apxutektypa>/libcpsapssf.so.1.0.0.

MMeHHO 3TOT NyTb CreAyeT NMponucbiBaTb B HacTponkax SAP gnsa goctyna K Hein B dainne
ssfrfc.ini Ha SAP knneHTe nnu B napametpe ssf/ssfapi_lib HacTpoek cepsepa SAP. Hanpumep,

ssf/ssfapi_lib = /opt/cprocsp/lib/sparcv9/libcpsapssf.s0.1.0.0
ssf/ssf_md_alg = GOST3411

ssf/ssf_symencr_alg = GOST28147

ssf/name = CPSAPSSF

B OC cemencrtea UNIX/Linux napametpbl Moayns Kpuntollpo SSF 3agatoTcsa TONbKO 4epes
nepeMeHHble oKkpyxeHus. dannos ssf.ini, trace.ini - HeT.
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4. Peanusauus nporpaMMHoro nHtepdemnca SSF moaynem «Kpuntollpo
SSF»

Moaynbe «Kpuntollpo SSF» peanusyeT nporpaMMHbIi MHTepdenc Secure Store & Forward
(SSF) B COOTBETCTBMM C TEXHUYECKOW AOKyMeHTaumen «Secure Store & Forward (SSF). API Specifica-
tions (Version 1.0)».

BbinosHeHWe kpunTorpadunyecknx GyHKUMn MOAY/IeEM OCHOBAHO Ha MUCMOJIb30BaHMN cepTudmn-
KaToB KJlOUelr MpoBEPKWM 3MeKTPOHHOM noanucu ctanHpgapta X.509v3 cornacHo RFC 5280 "Internet
X.509 Public Key Infrastructure. Certificate and Certificate Revocation List (CRL) Profile" c yuetom
RFC 4491 "Using the GOST R 34.10-94, GOST R 34.10-2001, and GOST R 34.11-94 Algorithms with
the Internet X.509 Public Key Infrastructure Certificate and CRL Profile".

MporpamMmMHbIn Moaynb «Kpuntollpo SSF» npeacrtaBnsetr cobot AMHaMUYECKN NOArpYyKaemyto
6mnbnnoteky onepaunmoHHom cuctemol Windows, nmeet HasBaHue cpsapssf.dll n HaxoguTcs B KaTano-
re, 3aBucsLLEeM OT MecTa, BbIbpaHHOro Npu ycTtaHoBKe AUCTpubYTMBA U yCTaHaBAIMBaeMON KOHUry-
pauun (win32 unn x64) (TunoBas ycTaHoBka konupyeT dann B katanor C:\Program Files\Crypto
Pro\SSF\ (Ha 64-x pa3psgHbix OC 32-x 6uTHas Bepcus moaynsa - C:\Program Files (x86)\Crypto
Pro\SSF\)).

4.1. KpaTtkni 0630p

B cooTtBeTcTBMKN ¢ SSF API Mmoaynb «Kpuntollpo SSF» peanusyet 17 pyHKUMI: 10 OCHOBHbIX U
7 BTOpOCTEMNeHHbIX (B OCHOBHOM MpeAHa3HayeHHbIX A8 COo34aHusa U yaaneHns o6bLeKToB, UCMOSb3y-
€MbIX B OCHOBHbIX (DYHKLMNAX).

OcHoBHbIE QYHKIUH:
SsfEncode
SsfDecode
SsfSign
SsfAddSign
SstVerify
SsfEnvelope
SsfDevelope
SsfDigest
SsfVersion
SsfQueryProperties

Bropocrenenusie GyHKINN:
SsfDELSsfOctetstring
SSsINEWSigRcpSsflnfo
SsfDELSigRcpSsfInfo
SsfINSSigRcpSsfInfo
SsfDELSigRcpSsfInfoList
SsfPRISigRcpSsfInfo
SsfPRISigRcpSsfInfoList

4.2. CuMBONbHble 0603HAYEeHUd

4.2.1. dopmaTbl kpunTorpadumyeckmx coobLLeHuin

Moaynb «Kpuntolpo SSF» peanusyeT Heckonbko opMaToB KpUnTorpaduruyecknx coobeHnit,
NMEILWMX CreayolmMe CUMBOJIbHbIE 0603HaYeHMs
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e <«PKCS7»

¢ «CADES»

e «PKCS7_CADES»

e «PKCS7_ANY»

¢ «RAW_GOST»

e «RAW_GOST_INVERTED»

HanmeHoBaHne PKCS7 rosoput camo 3a cebs. CoobuweHus gaHHoro dopmaTta hopMuUpytoTcs
no npasuiam MexayHapogHoro ¢opmata PKCS#7 ¢ HeKoTOpbIMX AonosIHEHMSAMM cornacHo RFC 3852
"Cryptographic Message Syntax (CMS)" ¢ ydyetom RFC 4490 "Using the GOST 28147-89, GOST R
34.11-94, GOST R 34.10-94, and GOST R 34.10-2001 Algorithms with Cryptographic Message Syn-
tax (CMS)".

CoobuweHna Ha ocHoBe dopmaTta «CADES» npeacrasnatot cobor coobLueHmst ycoBepLlEeHCTBO-
BaHHOM 3nekTpoHHoOW noanucn (2M) - «CAdES X Long Type 1»("CMS Advanced Electronic
Signatures"). ®dukcaums BpeMeHU NOANUCAHUSA S1EKTPOHHOIO AOKYMEHTa B AaHHOM dopMaTte peanu-
3yeTcs NoCpeAcCTBOM BKJIHOYEHMS B COObOLLEHMS WITaMNoOB BPEMEHM COrflacHO pekomeHaaumsm RFC
3161 («Internet X.509 Public Key Infrastructure, Time-Stamp Protocol (TSP)»). CoxpaHeHne WH-
dopmaumn o ctatyce ceptudmkaTa karo4va nposepkun I nognMcUnka Ha MOMEHT BpeMeHu nognuca-
HUS 3NEKTPOHHOIro AOKYMeHTa obecneymBaeTcsl NOCPeACTBOM BKJ/IHOYEHMS B COObLeHne NognncaHHo-
ro orteeta cnyxb6bbl OCSP, dopMmmpyemoro cornacHo pekomeHgaumsasm RFC 2560 («Internet X.509
Internet Public Key Infrastructure Online Certificate Status Protocol — OCSP»). Kpome 3TOro B coob-
LLeHMEe BKJIKOYAOTCA BCe NMpoyMe AOoKa3aTesbCTBa MOAJIMHHOCTM KOHKPETHOM 31eKTPOHHOW NoAMUCK.

[na COBMeCTMMOCTW C MOAY/NAMU APYTrnX Npon3BoauTeNein BBeAeHbl CUHOHUMbI 0603HayYeHuns
¢dopmata CADES. lNMoMMMO yKasaHHOro naeHtngukatopa «CADES» MOXHO MCNONb30BaTb MaeHTUOU-
kaTop «PKCS7_CADES». B HEKOTOpbIX C/lyyasix 3TO NO3BOASET UCMOSb30BaTb OANH U TOT Xe KOHPU-
rypaumoHHbii dann ssfrfc.ini.

B npoueaype nposepku DI MOXHO Takxe ucnosb3oBaTb naeHTudumkatop «PKCS7_ANY». B
OAHHOM cnydae moaynb 6yaeTr aBTOMaTMYECKM onpeaenaTb ddopMaT nepefaHHoOro emy kpunrtorpadu-
yeckoro coobuweHuns (PKCS#7 mnnu CADES) mn 3anyckaTb COOTBETCTBYHOLWYK 06paboTKy. DTO NO3BO-
naet obpabatbiBaTb co0bUWEHNSA, HE 3HAs 3apaHee N0 KakoMy Tury OHO 6bls10 CPOPMMPOBAHO KOHTP-
adAlfreHToM.

®opmaTtbl «RAW_GOST » m «RAW_GOST_INVERTED» MOrytT mMcnonb3oBaTbCs TONbKO AN
(hOpPMNPOBaAHUS «YNCTOro» X3Wa AaHHbIX B pyHKUMKM SsfDigest M «uncToro» 3HauyeHUst aSNEKTPOHHOM
nognucm, 6e3 kakux-nnbo o06€pTtok B dopMaTbl Kpuntorpadpuuecknx coobuweHnin. Cyddukc
INVERTED, o3HauaeT, 4TO nocinegoBaTtenbHOCTb 6anToB Xxawa wunum 3l 6ygeT Bo3BpawaTbcs B obpat-
HOM nopsiake UxX cneaoBaHus.

4.2.2. X3 anropuTMmbl

Moaynb «Kpuntollpo SSF» nopaep>XuBaeT BblYMCIIEHME X3LW 3HAYEHUN MO CregyloLwwmnM anro-
puTMam:

- MD2

- MDS5

- SHA1

- TOCT P 34.11-94

- TOCT P 34.11-2012 (256 6uT)
- TOCT P 34.11-2012 (512 6uT)

CUMBONbHLIMU 0603HAYEHUSAMU AAHHbIX afrOPUTMOB, NMepeaaBaeMblX B KayecTBe NapaMeTpoB
bYHKUNI, ABNAIOTCA COOTBETCTBEHHO:

- «MD2»
- «MD5»
-  «SHA1»
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- «GOST3411»
- «GOST2012-256»
- «GO0OST2012-512»

[Ona coBMeCTMMOCTW C MOAYNSMU APYrux npouvssoauTenein ssefeHbl CUHOHUMbI 0603HaYeHUs
anroputmoB. Ana FNOCT P 34.11-94 noMmMo yKasaHHOro maeHtudbukatopa «GOST3411» MOXHO uC-
nonb3oBaTtb maeHTudukatop "GOST-R-34.11-94". Ona NOCT P 34.11-2012 (256 6uT) nomMnmo yka-
3aHHOro naeHtTudmnkatopa «GOST2012-256» MOXHO ncnosab3oBaTb naeHtTndukartop " GOST-R-34.11-
2012-256". Ana NOCT P 34.11-2012 (512 61T) noMMMO ykKasaHHOro maeHtudukartopa «GOST2012-
512» MOXHO mcnonb3oBaTb MaeHTUdukatop " GOST-R-34.11-2012-512".B HEKOTOpbIX Cly4dasix 3TO
Mo3BONISIET UCMOIb30BaTb OAMH U TOT Xe KOHMUrypaunoHHbin dann ssfrc.ini.

[aHHble 0603HauyeHns UCNosb3YHKTCA B OCHOBHOM B dyHKumn SsfDigest, koTopass cnocobHa
BbIYMCINTb W BEPHYTb X3W 3Ha4dyeHue no NwboMy W3 yKasaHHbIX anroputMoB. T.K. MOoAyNb
«Kpuntolpo SSF» ncnonb3yeTt B OCHOBHOM Poccuickme kpuntorpadunyeckne anroputmbl, B QyHKLUM-
ax SsfSign, SsfAddSign Henb3s ykasaTb SiBHOE MCMOSb30BaHMe X3w anroputmos “MD2”, “MD5” u
“SHA1"”. Ucnonb3oBaHWe X3W anropuTMOB TECHO CBA3AHO C TEM, KaKOW asiiropuTM OTKPbITOrO Kstoya
npeacTtaBfeH B COOTBETCTBYHOLWEM cepTudukate Kaw4a 3NeKTPOHHOM noanucu. [o3ToMy AaHHble
GdYHKUMN B TeKyllen peanusaumm MOAYAS CaMU BblYMCAAOT, Kakon uU3 anropMtMoB WCNONb30BaTh,
NCcxXoas M3 NpeacTaB/IeHHOro anropuTMa OTKPbLITOro K/4va B cepTudukaTte. 3TO B NpMHUMNE MNO3BO-
nseT GopMMpoBaTh 3/1EKTPOHHbIE MOAMUCK He TOMbKO No cTtaHaapTam MOCT, Ho n RSA.

4.2.3. CYMMeTpUYHbIE anropuUTMbl WIMEQPOBAHUSA

B kauyecTBe CMMMeTpUYHOro anroput™ma wndposaHusa B moayne «Kpuntollpo SSF» ncnonb3ay-
eTcsa Tonbko anroputm NOCT 28147-89, uMetlowmin cMMBONIbHOE npeacTtaBneHne «GOST28147». [aH-
Hoe cMMBOJiIbHOe 0603HavYeHne anroputMa ncnonbsyetcs B pyHkumm SsfEnvelope.

[na CoBMeCTMMOCTW C MOAYNAMMU APYrnX Npoun3sBoauTeneil BBefeHbl CUHOHUMbI 0603HayYeHus
anroputMa NOCT 28147-89. lNMoMuMO yKasaHHOro naeHtnopukatopa «GOST28147» MOXHO MCMONb30-
BaTb naeHTudukatop "GOST-28147-89". B HEKOTOPbIX C/y4YasX 3TO MNO3BOMSET UCNOSb30BaTbh OAMH U
TOT XXe KOHdUrypaumoHHbei dann ssfrfc.ini.

4.3. WNpeHTndunkaTtopsbl, 3alMLLEHHbIE npocdunnu " aapecHble KHUTU
nosb3oBaTenen

Moaynb «Kpuntolpo SSF» ncnonbsyet MexaHmaMbl 6€30MaCHOCTU M pa3rpaHUYeHns A4octyna,
BCTPOEHHbIE B OMNEPALMOHHYIO CUCTEMY. DTO 03HayaeT, YTO KaXAbli Mosb30BaTesnb, OTKpbiBasi pabo-
YUY CEeCCUI0 OMepaumoHHOM CUCTEMbI, MPOXOAS MPU 3TOM BCTPOEHHbIE Mpoueaypbl ayTeHTUudmKaumm
(HanpuMep, BBOAS MpWM 3TOM CBOW JIOTMH M Napoib WM NpeaoCTaBUB CBOK CMapT-KapTy), nojaydaer
npuv 3TOM 3allMLLIEHHOE, U30/IMPOBAHHOE OT APYrMX MNOSb30BaTesiei NpoCcTpaHCTBO, FAEe MOXET Xxpa-
HUTb CBOM JINYHbIE AaHHble (CBON cepTUdMKaTbl KOYENH NPOBEPKN 3NEKTPOHHOW NOAMNUCU, aAPECHYIO
KHUIY 1 nNpoyee).

B onepaunoHHon cucteme Windows Takoe MpOCTPAHCTBO Ha3blBaeTCs «MPOCTPAaHCTBOM TeKy-
wero nonb3oBatens» (Current User space). Kpome 3Toro cywecrByeT ewé n obuiee NnpoCcTpaHCTBO —
«MpPOCTPaAHCTBO NoOKanbHOro kKoMmnbtoTepa» (Local Machine space), rae Moryt xpaHuTbcs obliune gaH-
Hble BCeX MnoJsib3oBaTtenei, NMbo AaHHble, KOTOpPble AO/MKHbI 6biTb AOCTYMHbI CUCTEMHbLIM CEpBUCAM,
KOTOpble He NpoxoasT siBHbIM 06pa3oM npoueaypy ayteHTudukaunm. O6bIYHO AaHHbIE B TaKOM Mpo-
CTPaHCTBE AOCTYMHbI TOMIbKO MPUBUIErMPOBaAHHbIM YYeTHbIM 3anucsam (AaMuHUCTpaTopaM, LocalSys-
tem n nogobHbIM). B TakoM MpoCTpaHCTBE MOryT XpaHUTbCA cepTuduKkaTbl kaodeln nposepku DI un
aApPEeCHble KHUIMM CUCTEMHbIX CEPBMCOB, MOAMUCHIBAOLWNX, NPOBEPSIOWNX SMEKTPOHHYIO NMOAMUCH, a
TakXe Wudpyowmux 1 pacwumdpoBbiBalOWNX COObLWEHNS B aBTOMAaTUUYECKOM pexuMe.

3akpbITble KOUYM NONAb30BaTesNelN, C MOMOLWbIO KOTOPbIX OHW MOAMMCHLIBAOT MM pacwundpo-
BbIBAOT COObOLLEHMS, XpaHATCA O06bIYHO NMOA 3aLMTON COOTBETCTBYIOLWEro cpeacTBa KpunTtorpaduye-
ckon 3awmnTbl MHDopMaumm (CK3U). dusnueckm, 06bIYHO, OHK pacnosiaratoTCsad Ha OTYYXAAEMbIX HO-
cuTensx.
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Ceptndukatbl kntodern nposepkn I B OC Windows NpUMHATO XpaHUTb B CneunanbHbIX XpaHu-
nmuwax ceptndukKaToB Ha JIOKanbHOM aucke. MNMpu 3TOM CYLECTBYET HECKOJIbKO XpaHunul, pasfnuuya-
FLWMXCA N0 NPUHAANEXKHOCTU U Ha3HAYEeHMIO cepTUMKATOB.

E certmgr - [CepTudmkarsl - TEKyWWin Nnoassosatent\JoEepeHHBIE KOPHEELIE LIEHTPI cepmsuxauwu\(:epmdmmhl]_‘ [-:- =l &r
E ®aiin  Jdeiictene  Bug  MsBpannoe Okne  Cnpaska = |2 =
es 2@ olcsHm
__qu CepTudmkaTtel - TEKYLLUWA NONB30BATENL Kowry eeiaat = Kem Bbigan C =
4 ﬂlquHDE S AAA Certificate Services ALA Certificate Services i
L Cepruduicare 5] ABAECOM Root CA ABA.ECOM Root CA 0
o ﬂ.“;::::::;:iil”esb'e UEHTPLI CEpTUGUKaLIUM 5 AC Raiz Certicamara S.A. AC Raiz Certicimara S.A. 0
L SRIAC RAIZ DNIE AC RALZ DNIE [
| JoBEpUTENEHEIE OTHOLLEHWA B NPENPUATHR
a || MpomexyTouHele LEHTREI CepTHgMKALMI 3l AC RAIZ FNMT-RCM AC RALZ FNMT-RCM 0 1
| Cnuncok oT3bIEa CEpTMGNKATOR 4l ACL RAIZ MTIN AC1 RAIZ MTIN 0
7 Ceprudmkate S ACEDICOM Root ACEDICOM Root AN |
| OBbexT nonbsosatena Active Directory 55l A-CERT ADVANCED A-CERT ADVANCED 2
| JoBepeHHeble M3gaTenu SRlAChLE ACNLE B
*| CepTudmkaTsl, K KOTOPBIM HET AOBEPUA __oJActaIis Authentication CA G1 Actalis Authentication CA G1 2
| CTopoHHWE KopHEBBIE LIEHTPEI CEpTUMKALMM = Actalis Authentication Root CA Actalis Authentication Root CA 2
| JoeepenHkie nuua =) AddTrust External CA Root AddTrust External CA Root 3
a || Jpyrue nonesosareni R AdminCA-CD-T0L AdminCA-CD-TO1 2
| Ceprudukare: S Admin-Root-CA Admin-Root-CA 1
| 3anpocol 3as80k Ha cepTidukar ] AffirmTrust Commercial AffirmTrust Commercial 3
% loeepennbie KopHesbIE CEPTURNKATEI CMAPT-KapTel Sl AffirmTrust Metworking AffirmTrust Metworking Bl I
1 tmp i AffirmTrust Premium AffirmTrust Premium 3
] AffirnTrust Premiurn ECC AffirmTrust Premium ECC 3
] Agence Nationale de Certification El..  Agence Mationale de Certification... 1.
) Agence Nationale de Certification El.. Agence Mationale de Certification... 1.
Sl alt_test alt_test 2 _
- 1a - - ;r PV o . 'y ’y - - ~ PP . r-\. l

Xpannnuwe [oeeperHele KOPHEBBIE LEHTPEI cepTdukaumn cogepxnt 382 ceptiduraros.

XpaHunuuwe «My» (BHewHee nMs — «JIMyHoe»), npeaHasHadeHo AN XpaHEHUS JIMYHbIX cep-
TudurkatoB nonb3osatens. Ceptudurkatbl B HEM, 0O6bIYHO, SieaT BMECTe CO CCbIJIKOM Ha 3aKpbITbll
KJ1H04, MO KOTOPOM NMpUAoXKeHNs 1 06pawatoTcs K KOHTEMHEPY 3aKpbITOro Kikuya.

XpaHunuwe «Root» (BHewHee MMS — «[lOBEpPEHHbIE KOPHEBbIE LEHTPbI CeEpTUdMKaUNN») co-
AEepXUT, 06bl4HO, cepTUdMKaTbl YAOCTOBEPSIOWMX LLEHTPOB, KOTOPbIM AaHHbIA Mosib3oBaTeNlb abco-
NoTHO goBepseT. CepTuduKaTbl XpaHATCA 63 CCbI/TIOK Ha 3aKPbIThie KJTOUMN.

XpaHunuwe «Ca» (BHewHee MMS — «[IpOMEXYTOYHbIE LEHTPbl CEPTUDUKATOB») COAEPXKMUT,
06bI4YHO, cepTUdUKaTbl YAOCTOBEPSIOWNX LIEHTPOB, KOTOPbIM A/ 3aBEpLUEHUs LEenoYku [AoBepusi
TpebyeTcs cepTudUKaT M3 XpaHunuwa «Root». B 3TOM e XpaHunuwie coaepxaTcs U CrUCKU OTOo-
3BaHHbIX cepTudmkaToB. CepTndunKaTbl XpaHATCS 6e3 CCbIIOK Ha 3aKpbIThbie KOUM.

XpaHunuuwe «Addressbook» (BHelwHee MM - «[pyrve nonb30BaTenn») COAEPXUT, 06bIYHO,
cepTudukaTbl NoNb30BaTENEN KOHTPAreHToB, Tpebytowmecs Ana NpoBEPKU UX 3NEeKTPOHHON NoANUCHK,
nvbo anga wnoposaHua B ux agpec coobuweHnii. CepTudurkaTbl 3TUX NONb30BATENEN TaKXKe XPAHATCS
6e3 CcCbINOK Ha COOTBETCTBYIOLWMNE 3aKPbITble KAOUKU. [laHHOEe XpaHuAuLLe cO34aeTcs MOYTOBbIM K/n-
eHTtoM Windows (Hanpumep, Microsoft Outlook). Ecnu Ha Bawel MawmMHe OHO OTCYTCTBYET, €ro MOX-
HO co34aTb BPY4YHYHO, A06aBMB B cucteMHbln peectp OC Windows pasgensi:

[HKEY_CURRENT_USER\Software\Microsoft\SystemCertificates\AddressBook]
[HKEY_CURRENT_USER\Software\Microsoft\SystemCertificates\AddressBook\Certificates]
[HKEY_CURRENT_USER\Software\Microsoft\SystemCertificates\AddressBook\CRLs]
[HKEY_CURRENT_USER\Software\Microsoft\SystemCertificates\AddressBook\CTLs]

BHuMaHune. [llpaBKka CUCTEMHOrO peecTpa [AO0JIKHA OCYLECTBAATbCA KBanMduuMpoBaHHbIM
nonb3oBatenem OC Windows.
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B aapecHoM npocTtpaHcTBe Local Machine (koMmnbloTepa) — CBOM XpaHunuua cepTndukaToB C
TEMU Xe HauMeHoBaHUAMU. [OCTyn K 3TUM XpaHuauLLaM obbIYHO TpebyeT crneuunanbHbiX NpaB AOCTY-
na (npae aAMMHUCTpaTopa).

Moaynb «Kpuntolpo SSF» ncnonb3yeT Ha3zBaHUsS XpaHMNULW, C 0AHO CMMBOJIbHbLIM MpedUKCoOM
ANa yKasaHus MecTa, B KOTOPOM uckaTb Tpebyemble cepTudukaThl. Mpedukc «u» ncnonblyercs Ans
yKasaHunsa xpaHumnuuwia, pacnosoxeHHoro B Current User npocTpaHCcTBe, npeduKkc «m» MUCMosb3yeTcs
ONS yKasaHua XpaHunuwa, pacnosioxeHHoro B Local Machine npoctpaHcTBe. Hanpumep, ans ykasa-
HUS 3awmueHHoro npodwuna nonb3osatensa (Security Profile), noanuceiBatowero coobueHne (B
dyHKumMn SsfSign, SsfAddSign), paboTalowero B MHTEPAaKTUBHOM pexuMe (C BO3MOXHOCTbIO BblAauu
OKOH Ha BBOJ Maposs) MOXHO yKasblBaTb «UMy», a Ans cepBuca, noanucbiBaloLwero coobleHms as-
TOMaTnyeckn — «mMy». [Ina ykasaHus «aApecHOn KHUMW>» Nosib30BaTens, BbIMNOMHSAOLWEr0 NpoBepKY
noanucm, mnu wudpoBaHue coobleHMn B aapec Apyrux nosnb3oBatenen (B dyHkuum SsfVerify,
SsfEnvelope), umMelowero NMYHy0 afpecHyo KHUIY, MOXHO yKasbiBaTb «UAddressbook», a ans cep-
Buca - «mAddressbook». CooTBeTCTBEHHO cepTudUKaTbl MNOMb30BaTeNen KOHTPAreHTOB JOJIKHbI
6bITb MOMeLleHbl MMEHHO B 3TU XpaHuauLia.

[Ana coBMECTMMOCTU C MOAYNSAMW APYrUX MPOun3BOAUTENE MOXHO yKa3blBaTb HauMeEHOBaHUSA
xpaHunuw, 6e3 npedwukcos “u” nnm “m” (Hanpumep, NpocTto «My»). B 3TOM cny4dae 6yayT OTKpbI-
BaTbCA XpaHWuLia, HaxoAslWMecs B ajpecHOM npocTpaHcTBe nonb3oBatens (Current User). B
HacTpoinkax MoAyfnen HEKOTOpbIX MPOU3BOAUTENEN Nepel UMEHEM XpaHUNULLA MOXET BCTpPeTUTbCH 14
cuMBoOSIbHOe o0603HauveHue gatbl (YYYYMMDDHHNNSS), Hanpumep «20140919120000My» (dbopmu-
pyeTcs HEKOTOPLIMWU MPUNOXEHUAMWN, KOTOPLIM nepepaeTca nMsa «<TIME>My»). Moaynb Kpuntollpo
SSF npocto otbpacbkiBaeT 3TK nepsbie 14 undp, HUKAK nx He obpabaTbiBasi, a NPOCTO UCMNOMb3YET
cneayiwouiee 3a HUIMM HaMMeHoBaHWe XpaHuauLia.

B HeKoTOpbIX cy4yasax 3TO MO3BOJISET UCMOSIb30BaTb OAHU U Te Xe HaCTDOVIKM SAP npunnoxe-
HUA NMpn MCNoJiIb30BaHUNN Mo,u,yneﬁ pa3nnyHbIX HpOMBBOﬂMTeﬂeVI.

B OC cemerictBa UNIX/Linux cepTudukaTbl Kao4yern npoBepKn NoANUCU TakxXKe AOMKHbI 6biTb
yCTaHOB/NIEHbl B COOTBETCTBYHLMNE XpaHuuwa cepTudukaToB nonb3osatenen (Current User) wnam
cuctembl/koMnbtoTepa (Local Machine). Tunoebie MeHa XpaHuUnLW, Te Xe camble, yTo u anga OC Win-
dows:

My - NYHble cepTUdmUKaTbl;
root - KOpHeBble AOBEPEHHbIE CepTUDUKATbI;

ca - cepTudukaTbl NPOMEXYTOUHbIX LIEHTPOB cepTudMKauum, a TakXKe CMUCKM OTO3BaHHbIX
cepTudunKaTos;

addressbook - cepTudmKaTbl KOHTPareHToB;

Ceptudwmkatbl, ucrnonblyemble npu QopmmposaHum Sl nam pacwndposaHum cooblieHni
AO0MKHbI 6bITh YCTAHOBNEHBI B XPAaHUULLE CO CCbIIKOM Ha 3aKpPbITbI KOY.

[0ns BbiNOAHEHMA onepauunn ¢ ceptudmkatamm n xpaHunuwamm B OC cemencrtea UNIX/Linux
MOXXHO Mcnonb3oBaTb YTUNNUTY u3 CcoCTaBa CK3un KpunTtollpo CSsP - certmgr
(/opt/cprocsp/bin/<npoueccopHasa apxutekTypa>/certmgr).

B kauvectBe wmaeHTuduMKaTopa nonb3oBaTensi/ceptudwukarta, Tpebyemoro nnsa noanucm mMnu
pacwndpoBkn cooblleHuns, ncnonblyetca «otanumTenoHoe nmsa» (Distinguished Name), ncnonbsye-
Moe B cepTudukaTte. B gaHHOM BepCUM MOAYNAS MOXHO YKa3blBaTb He BCE MMS, @ fMWb YacTb 3TOr0
MMEHM, HO OHa AO/DKHA YHWKanbHO maeHTUdUUMpPOBaTb Mofib3oBaTtens/ceptudukaT nonb3oBaTens.
Hanpumep, ecnun B cepTudmKaTe TakMM yHUKaNbHbIM aTpnbyTOM MMEHU BbICTynaeT e-mail nonb3oBa-
Tens wnu WHH, TO MOXHO YyKasbiBaTb TOMbKO CTPOKYy Buaa <«E=userl@company.com» unu
«INN=000000000000». Mo gaHHbIM aTpubyTaM B yKa3zaHHOM xpaHunuuwe byaer HangeH Tpebyembli
ceptudumkar, WU  WUMEHHO C HUM bByaeT  BbINOMHATLCA  3ajaHHas  onepauns  noanwu-
cn/wndposaHms/pacumndpoBaHns/NpoBepKN NOANMUCH.

K naeHtndukaTopy nonb3oBartens npeabsaBnsaoTcs cneayowme tpebosaHms:

- NAeHTMMMKATOP MOXET MCNOJb30BaTh JIOKANIM30BaHHbIE MMEHA B HALMOHANbHOW KOAMPOBKE,
Hanpumep B koaupoBke CP_1251 (kupunnuua), npu 3TOM He gonyckaetcs ¢opMUpOBaHUE AAHHOWM
CTpokn wu3 cmmBonoB Unicode. MoXHO wucnonb3oBaTb MMS B BMAE escape nocnenoBaTesibHOCTU
Unicode npeacrasneHunii cmmMBonos. HanpuMep, B Buae:
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C=RU, CN=\u0422\u0435\u0441\u0442 \u041A\u0440\u0438\u043F\u0442\u043E-\u041F\u0440\u043E \"SSF\"

- 3HayeHue OoTAEeNbHOro anVI6YTa MMEHUM AO0JIHKHO 3aKIK4aTbCs B ABOMHbIE KaBbl4yKU, eCin
BbINO/IHAETCHA XOTs 6bl 04HO U3 cneayrowmx YCHOBMVI:

o 3HauyeHue coaepXUT NMNAUPYIOLME NN XBOCTOBbIE Npo6esbl
o 3Ha4YeHUe COAEPXUT XOTS 6bl OAMH U3 CNeAYOWMX CUMBOJIOB

3ansaTas (,)

Mnwoc (+)

3Hak “paBHO” (=)

ObpaTHbI cnaw ¢ nocneaywwmm cumeonom n (\n), obo3HavarowWwme nepesos
CTPOKM

3Hak “MeHble” (<)

3Hak “6onble” (>)

3Hak “Homep” (#)

Touka ¢ 3anaTon (;)

- Ecnu 3HauyeHune aTpubyTa COAEpPXUT BHYTPU ceba CMMBOMbI «ABOWHas Kasbluka» (), TO
OHW AOMXKHbI 3KpaHUPOBaTbCHA CUMMBOSIOM «obpaTHbin cnaw>» (\”), n"Mbo BTOpOI ABOMHOM
Kasblukon ().

- MaeHTuduMKaTop NONb30BaTENS MOXET COAEPXaTb Creayolme MMeHa aTpubyToB:

Umsa oID MosscHeHune

CN 2.5.4.3 COMMON NAME

L 2.5.4.7 LOCALITY NAME

] 2.5.4.10 ORGANIZATION NAME

ou 2.5.4.11 ORGANIZATIONAL UNIT NAME
E,EMAIL 1.2.840.113549.1.9.1 Email agpec

C 2.5.4.6 COUNTRY NAME

S, ST 2.5.4.8 STATE OR PROVINCE NAME
STREET 2.5.4.9 STREET ADDRESS

T, TITLE 2.5.4.12 TITLE

G, GIVENNAME 2.5.4.42 GIVEN NAME

I, INITIALS 2.5.4.43 INITIALS

SN 2.5.4.4 SUR NAME

DC 0.9.2342.19200300.100.1.25 DOMAIN COMPONENT

INN 1.2.643.3.131.1 NHH

OGRN 1.2.643.100.1 OrpPH

OGRNIP 1.2.643.100.5 Ol'PH nHamemayaneHoro npeanpuHuMaTens
SNILS 1.2.643.100.3 CHUNC

PS 2.5.4.65 MceBooHUM

Ecnn y aTpubyTa OTCYTCTBYET KOPOTKOE MMS, TO BMECTO HEero AO0/KEH yKasblBaTbCs 06bekT-
HbI naeHTUdUKaTop. Takxe, BMECTO KOPOTKMX MMEH MOXHO MCMO/Ib30BaTb UX OObEKTHbIE UAEHTU-

dunkaTopsl.

Mopagok crefoBaHUst MAEHTUMUKATOPOB M UX 3HAUYEHWUI He 06s3aTeNbHO AOJ/KEH COOTBET-
CTBOBaTb NMOPSAKY B COOTBETCTBYHOLWEM cepTUdUKaTe knoda nposepku 3.

Mpumepobl:

CN=WVBaHoB MBaH MBaHoBUY, L=ropoa CaHkT-leTepbypr, C=RU
CN=WBaHoB MBaH NBaHoBKNY, L=ropog \"CankTt-MNeTepbypr\”, C=RU

CN=WBaHoB

MBaH NeaHoBuY, L=ropog \"CankTt-lMeTepbypr\”, C=RU

CN=" WeaHoB MBaH NBaHoBMY", L=ropoa CaHkT-MNetepbypr, C=RU
CN="WBaHoB MBaH, cbiH MBaHa”, L=ropoa \"CankT-MeTtepbypr\”, C=RU
CN="XeHs + Cawa = nto6osb”, L=ropoa \"CaHkT-lMeTepbypr\”, C=RU
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2.5.4.3="XeHsa + Cawa = nwbosb”, L=ropoa \"CaHkT-MNeTepbypr\”, 2.5.4.6=RU

2.5.4.3="XeHsa + Cawa = nwboseb”, L="ropoa \"CaHkTt-MeTepbypr\” ”, 2.5.4.6=RU
C=RU, CN=\u0422\u0435\u0441\u0442 \u041A\u0440\u0438\u043F\u0442\u043E-\u041F\u0440\u043E \"SSF\"
C=RU, CN="\u0422\u0435\u0441\u0442 \u041A\u0440\u0438\u043F\u0442\u043E=\u041F\u0440\u043E \"SSF\""

B onepaumn npoBepkM MNOAMUCKM MOAYJIb 3anofiHAEeT rnone umaeHTuduMKaTopa nosib3oBaTens
NOMHbIM OT/IMYUTESIbHBIM UMEHEM, B3ATbIM U3 cepTudukaTa kaoda nposepkun DI1. Mpu 3TOM no BO3-
MOX>XHOCTW UCMOJIb3YIOTCA KOPOTKME MMeHa aTpnbyToB. [/19 KOHBEpTaunM N0KaIM30BaHHbIX CTPOK UC-
NoAb3yEeTCs KOoAOBas CTPaHWLA «MNO YMOMYaHUIO», MpUHATaAs AN CeaHca TeKyLWero nosb3oBaTens
SAP B onepaumoHHol cucteme (CP_ACP).

HeobxoANMMO OTMETUTb, UTO OYEHb YacCTO Yy MONb30BaTeNs MNOSABASETCS HEeCKONbKO cepTudurka-
TOB C O4HWM U TEM Xe OT/INUYMUTENbHbIM UMeHeM. HanpuMep, Npu NiaHOBOM CMeHe KJk4a yaocToBe-
pAOWMn LeHTp nepensgaeTt cepTUdUKAT C HOBbIM 3HAYEHNEM OTKPLITOrO K/toYa, HO C TEM Xe CaMbIM
OT/INYUTENBbHBIM MMeHeM Bnagensbua. Moaynb «Kpuntollpo SSF» penaet BCé BO3MOXHOe, 4TObObl B
noaobHol cntyauumn BbibpaTb NpaBubHbIN cepTudukat. Hanpumep, npn nomcke Tpebyemoro ceptm-
dukaTa B XpaHunuLLe, NOMCK He NpeKpallaeTcs A0 TeX Nop, NoKa C NMOMOLbIO YKa3aHHOro napons He
YAACTCA «MPOrpy3nTb» 3aKPbITbI K04, COOTBETCTBYIOLLMIA CBA3AHHOMY C HUM cepTudukaTy.

Y106kl n3bexxaTtb BCEX HEraTUBHbIX MOMEHTOB, CBSAI3aHHbIX C KogMpoBkon DN cTpokn ceptndwm-
KaToB, B KOTOPbIX UCMONb3YOTCA HaLMOHasnbHble A3bIKW ANS NpeacTaBneHns atpubyToB MMeEHU, B Ka-
yecTBe uaeHTUdUKaTopa nonb3oBatens/ceptudmkara MOXHO ucnonb3oBaTb SHAL1 Xaw 3Ha4veHue
cepTudukaTa («otnevatok» unu «fingerprint») snaa «55 20 fe ff bf a3 ad ba 55 6c 67 6f 28 52 da
69 f6 e3 51 4d», KOTOpbIN MOXHO MPOCTO CKOMUPOBaTb C rpaduyeckoro otobpaxeHus ceptudukaTa
B OC Windows.

Ecnu npu 3TOM yKasaTb B MNEpeMeHHOM OKpYXEeHWs WAW B 3Ha4yeHuMn napameTpa danna
HacTtpoek ssf.ini CP_SSF_USERID 3HaueHne “CERT_HASH” (CP_SSF_USERID=CERT_HASH), To B
onepauun NpoBepKM NoanuMcu Moaynb 6yaeTt 3anonHATb None uaeHTUudmnKaTopa nonb3oBaTens Takxe
3HayeHMeM «oTrne4yaTka» cepTudumkaTa, MCnonb3oBaslierocs Ans nposepku DI, MNpunoxeHne MoxeTt
COMOCTaBATb 3TOT OTMNEeYaToOK C MMEHEM MOJIb30BaTe s, XpaHAWNMCA B ero 6a3e gaHHbIX.

Onsa OC Windows npu dopMmMpoBaHUM NMOAMNMUCU Ha CTOPOHE KJIMEHTa B KayecTBe naeHtnduka-
Topa nonb3oBaTens/ceptudukaTa MOXHO TakKXe YyKasaTb CheuuanbHoe K/I4yeBoe  C/I0BO
$SELECT_CERTIFICATES$ . B atom cnyyae npu dopMmpoBaHmun 3 nnm pacwmdpoBaHnm coobuieHns
Ha 3KpaH 6yaeT BblgaH CNUCOK BCEX AEUCTBYHOLYMX CEPTUMUKATOB M3 YKA3aHHOINO XpaHWAMLLA,
MMEKLMNX CCbIJIKY Ha 3aKpbITbIA K104 NMOAMNUCH.
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[ QK l | CTmena

Monb3oBaTtenb caM AosmKeH 6yaeT BbibpaTb M3 NpeAcTaBNEHHOro CnMcka cepTudukaT Kawda
noanucum, nNpm nomowm Kotoporo é6yaet dopmmposatbcs M.

Kak yxe 6bl10 yKasaHo, Mo yMOJiYaHMIO B AaHHbIA CMMCOK MornagatT cepTudukaTbl U3 yKa-
3aHHOro XpaHunuuia, npollealne NpocTyo NPOBEPKY MO CPoKaM AelCTBMA cepTudukaTa Bcex cep-
TUHOUKATOB B LiENoYKe U MOAMUCKU Kaxaoro ceptTudumkaTa B Lenodke. [JaHHasa npoueaypa He BK/oYa-
€T NpoBepKy cepTU(dMKaTOB Ha OT3bIB.

Onsa Toro, 4tobbl BKAOYMTL B Mpoueaypy MPOBEPKY CepTUdPMKATOB Ha OT3bIB, HEOH6XOAUMO
yKazaTb B [MEepPeMEeHHON OKPYXeHuMs WM B 3HadyeHUM napameTpa danna Hactpoek ssf.ini
CP_SSF_VERIFYCERTFLAGS_ONSELECT cooTBeTcTBYlOWEE 3HauyeHne, Hanpumep, 0x44000000 (cm.
onuncaHme aHanorn4yHoro napametpa CP_SSF_VERIFYCERTFLAGS).

Ho Hafgo vMeTb BBMAY, YTO €C/n y Nosb30BaTens B AAaHHOM XpaHUULLE HaXOAUTCSA MHOIMO cep-
TUHUKATOB M NpU 3TOM NpU NPOBEPKE Ha OT3bIB 3a4eNCTBYIOTCA cepBucbl OCSP unn cepsuc nonyde-
HUS aKTyanbHOro CnMcka oT3blBa, TO npoueaypa otbopa cepTudUKaToB B CMUCOK MOXET 3aTAHYTbCS.
B aTOM cnyyae pekoMeHAyeTCs cneAnTb 3a XpaHuauweM cepTuduKaToB M AOCTYMHOCTbIO yKa3aHHbIX
cepBUCOB. He cneayeTr XpaHUTb HEHYXHble cepTuduKaTtbl, Hanpumep, CPoOK AENCTBUSA KOTOPbIX 3a-
KOHYMACSA W T.M.

Mpy MCnonb3oBaHMM AAHHOIO MEexaHM3Ma XenaTeflbHO A0BEepUTb 3anpoc Napons K K4y
noanucu Takxe mogynto Kpuntollpo SSF (cMm. n. 4.4).

Heo6x0QMMO TakXe MOMHUTb, YTO AAHHbII MeXaHW3M MOXET NPUBECTU K OlWMEKaM, CBA3aHHbIM
C 4esioBeYeckuM (hakTopoM, Koraa Mosib3oBaTeNb C/y4YailHO MM HaMepeHHO MOXeT Bbl6paTb He TOT
cepTMdUKaT, KOTOPbIA AOMKEH UCMOMb30BAThCA ANSA MNOANNCAHUS AAHHOMO BMa AOKYMEHTOB.

Mo yMonuaHuio, ecnm He UCMNOoNb3YEeTCss MeXaHM3M BU3yaslbHOro Bblbopa cepTudukaTa Kiwoua
3l 13 cnucka, Takxe ncnosb3yeTcs Nnposepka ceptudukarta. CeptudmkaTtbl, He npowealime nposep-
Ky, UTHOPUPYIOTCS M MOAYJ/lb NPOAO/IKAET MCKAaTb NOAXOASLNI N0 NepefaHHbIM B (PyHKLMIO NOANNCH
naeHTndunkaTopam. NpoBepka TakxKe OCYLWECTBASETCA C UCNoNb30oBaHneM ¢naros gyHkunm MS Cryp-
to API - CertGetCertificateChain. MNMpu 3ToM 3HaueHus dnaros Takxe 6epyTcsa U3 3Ha4YeHUs NepemMeH-
Hon CP_SSF_VERIFYCERTFLAGS_ONSELECT.

MpoBepky cepTudurKaTOB Nepes noanMcaHMeM MOXHO OTK/IHUYUTbL BOBCE, 3a4aB B HACTpoOMKax
Moayns 3HadeHue napameTtpa CP_SSF_VERIFYCERTFLAGS_ONSIGN paBHbiM «0», nan «NO», wnnu
«FALSE».

B cnyuae ownbknm npu nposepke cepTudukata B XypHane pabotbl Mmoaynsa Kpuntollpo SSF
O6yAeT oTpaXeH HeHysIeBOWM CTaTyC MNPOBEPKM B BuAe 16-puMYHOro ymcna. ITOT CTaTyC BO3BpallaeTcs
dyHkumen nposepku CertGetCertificateChain. 3HauyeHne 6MTOB 3TOro CraTtyca MOXHO MOCMOTPETHb B
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nokymeHTaummn Microsoft (https://docs.microsoft.com/ru-ru/windows/win32/api/wincrypt/ns-wincrypt-
cert trust status).

B HekoTOpbIx cnyyasx (HanpuMmep, Npu OTCYTCTBMWU OHMAMH AOCTyna K cnyxbaM npoBepku
ceptTudunKkaTa), MOXET BO3BpalLlaTbCA HexXenaTtenbHoe 3HauYeHne cTaTyca NpoBepKKU cepTudukaTa, Ho
no cywecTsy, No opNaHOBbIM CMUCKaM, CepTUdUKAT NpoBepKy MpPoxoanT. ECTb BO3MOXHOCTb «3a-
MaCKMpOBaTb» HexenaTenbHble H6MThbl CTaTyca NMPOBEPKM, T.e. CYUTaTb MPOBEPKY YCMELHOW, Aaxe
ecnu dwErrorStatus coaepXuT aTn yCcTaHOBJ/IEHHbIE BUTDI.

Ons  3Toro Heo6xoAMMO B  HacTpolikax MoAyfnsi yKasaTb 3HayeHue napameTpa
CP_SSF_VERIFYCERTACCEPTABLESTATUS paBHbIM LuecTHagLaTepU4YHOMY YMCIY, BKIOYalo-
weMy fonycTuMble 6UThI pe3ynbTaTa NpoBepku. Hanpumep,

CP_SSF_VERIFYCERTACCEPTABLESTATUS= 0x1000040

4.4, Tllaponn poctyna K 3aliULeHHbIM NMPodUIaM U agpecHbIM KHUMam

Maponb Ha AOCTYN K aApecHOW KHWUre Mosb3oBaTens He ucrnonb3lyetcs. Moaynb «Kpuntollpo
SSF» ncnonb3yeTr MexaHM3Mbl 6€30MacHOCTU M pasrpaHMyYeHnst A0CTyna, BCTPOEHHbIE B OMepaLyoH-
HYK CMCTEMY. DTO 03HAYaEeT, YTO KaXAbl MONb30BaTENb, OTKPbIBasi pabouyto Ceccuto onepaumoHHOM
CUCTEMbI, NMPOXOAS MpPY 3TOM BCTPOEHHbIE NMpoueaypbl ayTeHTUdMKaunm (HanpuMep, BBOAS NpU 3TOM
CBOW JIOTMH W Maposib UKW NPeaoCTaBMB CBOK CMapT-KapTy), MOJlyyaeT Mpy 3TOM AOCTYN K JIMYHbIM
XpaHunuuiam ceptudmKaToB.

Ona goctyna K XpaHunumwam B npoctpaHcTtee Local Machine ncnonb3ynte npasuia pasrpaHu-
yeHus gocrtyna OC Windows.

Ons pocTtyna K 3awuuweHHoMy npodunto nonb3oBatens (hakTUyecku, ans AoCcTyna K 3aKpbl-
TOMY Ktouy) Tpebyetca naponb. Moaynb «Kpuntollpo SSF» n ncnonb3lyemoe MM CpeacTBO KpUMTO-
rpacdmyeckon 3awmTbl MHHOPMaLMM MMEET BO3MOXHOCTb CaMOCTOSITE/IbHO 3anpalwunBaTb Naposb A0-
CTyna K CeKpeTHOMY kJtody (BbIBOAUTb Ha 3KpaH OKHO 3anpoca napons). MNpun 3ToM gencTByeT npa-
BWIO: €C/n ANMHa nepeaaHHoro B pyHKUMIO napons MeHble nmbo paBHa TpeM CMMBOJIAM W NEPBbIN
CUMBO/ ABASAETCS CUMMBONOM «!» (BOoCK/MuUaTeNbHbIM 3HaK), TO Moaynb 6yaer paboTtaTtb B MHTEpak-
TUBHOM pexuMme, U cam byaeT 3anpawmnBaTtb BBoA napons (3T1o TpeboBaHme cneumdukaunm SAP ans
moaynen SSF). B npotmBHOM cnydyae moaynb 6yaer pabotatb B «Monyanueom» (silent) pexume u
NporpaMMHbIM NyTEM YCTaHaBAMBaTb MNaposib, NepeAaHHbli B apryMeHTax Bbi3biBaeMol pyHKLMUN.

HekoTopble yXe CyLllecTBYIoLMe NPUIOXKEHNS He noaaepXuBalT 3To TpeboBaHue cneundu-
Kaumum SSF API, nepenasas B KadecTBe naposs NycTyk CTPOKy. [Ans COBMECTUMOCTU C HUMU B MOAY/b
«Kpuntollpo SSF» 6bina pgobaBneHa AonofHuUTeNbHas  onuusa/nNepeMeHHasl OKpYXeHus -
CP_SSF_ASK_PIN_WHEN_EMPTY.

JaHHasa nepemeHHas wucnonb3yetcs B dyHKuMax SSF, rae Tpebyercs AOCTYyn K 3aKpbITOMY
K4y nonb3oatens (SsfSign, SsfAddSign, SsfDevelope). Ecnm 3HaueHne gaHHOW NepeMeHHOW paB-
HO «1» mnn «YES» mnm «TRUE», To B cnyyae, Korga npunoxeHue nepegaet moaynto «Kpuntollpo
SSF» nycTylo CTpOKY B KayecTBe Mapons A0CTyna K KOHTEeNHepy 3aKpbiTOro Kk4da, moayib byaer
pacueHuBaTb 3TO KaK yKasaHWe Ha BblBOA OKHa AN 3anpoca naposs AO0CTyna K 3aKpbiTOMY K4y
(ecnn Ha KOHTeNHep yCTaHOB/IEH NApPOSb).

Cnuncok [ononHuUTeNnbHbIX napaMeTpoB npuBeneH B «[lpunoxeHune. CnMCOK nepeMeHHbIX
OKpYXeHuns n napameTpos ssf.ini».

4.5. XypHan pabotbl Mogyna Kpuntollpo SSF

Moaynbe «Kpuntollpo SSF» BeaeT TpacCUpPOBKY MCMOAb30BaHUS Bbi30BOB (dyHKUWMI. JaHHas
TpaccmpoBKa MoMoraeT pa3obpaTtbCd NpuY BO3HUKHOBEHWM OWMOOYHBLIX cuTyaumi. OHa AOCTynHa
cpeacTtBaM OTnagku nporpamm. Ons 3anmcu TpaccmpoBku B danii HyXXHO HacTpouTb dawnn Trace.ini,
KOTOPbIA MOXeT pacnosiaraTbCs B KaTanorax:

%commonappdata®%\Crypto Pro\
%localappdata%\Crypto Pro\

Moaynb «Kpuntollpo SSF» mweT napaMeTpbl TPACCMPOBKKM cCHayana B danne %commonap-
pdata%\Crypto Pro\Trace.ini (obwunii cann ana sBcex nonb3osatenen). Ecnm dann oTcyTCTBYET Un
TaM OTCYTCTBYET HYXHbIA MapaMeTp, TO npoAos/kaeT uckatb B darne %localappdata%\Crypto
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Pro\Trace.ini (darn B katanore AppData Tekylwero nonb3oBatens, Nog y4YeTHbIM MMEHEM, KOTOPOro
paboTaeT NpunoXeHne).

Mpumep danna HacTpoeK TpacCUPOBKMU:
[Trace]
ProcessFlags=2

cpsapssf.dll=4
cpsapssf.dll.Logfile=cpsapssf.log
cades.dll=4
cades.dll.Logfile=cpsapssf.log
tspcli.dli=4
tspcli.dll.Logfile=cpsapssf.log
ocspcli.dll=2
ocspcli.dll.Logfile=d:\temp\ocspcli.log

[aHHble NapamMeTpbl 03HAYaloT:
- BknwounTb Tpaccuposky ansa moayns cpsapssf.dll ¢ cambiM geTanbHbIM ypoBHeEM (4)

- 3anucbiBaTb TpaccmpoBkKy Moayns cpsapssf.dll B daiin cpsapssf.log, kotopbin 6yaer co-
30aH B kaTtanore %commonappdata%\Crypto Pro\LogFiles\, a npun HeBo3MOXHoOCTWN (OT-
CYTCTBMM MpaB Aoctyna) — B katanore %localappdata®%\Crypto Pro\LogFiles\. Ecnu cann
y)Ke cyliecTByeT, To nHdopmaumsa B Hero 6yaeTt AoNUCbIBATbCS.

- BknounmTb TpaccupoBky ans moaynsa cades.dll ¢ caMbiM AeTanbHbIM YPOBHEM (4)

- 3anucbiBaTb TpaccuposBky moayns cades.dll B daiin cpsapssf.log, koTopbiii 6yaeTt co3aaH B
kaTanore %commonappdata%\Crypto Pro\LogFiles\, a npn HeBO3MOXHOCTM (OTCYTCTBMMU
npas gocrtyna) - B katanore %localappdata%\Crypto Pro\LogFiles\. Ecnu ¢ann yxe cy-
LecTByeT, TO MHpOpMauus B Hero 6yaeT AONMUCLIBATbCS.

- BknwounTb TpaccupoBky ans moayns tspcli.dll ¢ cambiM getanbHbIM ypoBHeM (4)

- 3anucbiBaTb TpaccupoBky moayns tspcli.dll B dpann cpsapssf.log, koTopbin 6yaneT co3gaH B
kaTanore %commonappdata%\Crypto Pro\LogFiles\, a npn HeBO3MOXHOCTM (OTCYTCTBMMU
npas gocrtyna) — B katanore %localappdata%\Crypto Pro\LogFiles\. Ecnu dann yxe cy-
LecTByeT, TO nHdopMaumsa B Hero 6yaeT 4ONMCbIBATLCS.

- Bknwountb Tpaccuposky ang moaynsa ocspcli.dll ¢ yposHeM getanusauunm 2.

- 3anucbiBaTb TpaccupoBky Moayns ocspclidll B  dann ¢ abConoTHbIM  MMEHEM
d:\temp\ocspcli.log. Ecnn dann yxe cywectsyeT, To nHdopmaumsa B Hero 6yaeT AONUCHI-
BaTbCs. [MpaBa Ha co3gaHme/3anncb B AaHHbIN dain AOMKHbI 6blTb COOTBETCTBYOLWMM 06-
pa30M yCTaHOBMEHbl aAMUHUCTPATOPOM.

YpoBeHb TPacCMpPOBKKU MOXET NpUHMMaTb 3HadeHue oT 0 o 4. 0 — TpaccupoBKa OTCYTCTBYET,
4 — caMbli AeTanbHbll YPOBEHb TPACCUPOBKMU.

MapameTp ProcessFlags oTBedaeT 3a AONOAHUTENbHYK MHMOpMauuio, oTobpaxaemonm Aans
KaXkaon cTpoku. Ecnm yctaHoBneH 6uT 2 3Ha4YeHUs 4AaHHOMO napaMmeTpa, TO KpoMe coAaepXaTeNlbHOoro
TekcTa B cTpoke 6yaeT oTobpaxaTbca MHbOpMaLMs 0 MecTe, B KOTOPOM BO3HWUK/IO CObbITUE Tpaccu-
poBku (MMs dyHKUMK, nma danna Koga, Homep CTPOokM B daine nmcxogHoro koga). OTO MOXET No-
MOYb B BbisiBNIeHUM nNpobaembl pa3paboTynkoM Moayns.

Mmsa cdanna xypHana MoxeT 6biTb 3a4aHO KakK OTHOCUTENbHbIM (TONIbKO MMS U pacllMpeHune),
Tak 1 abCoNTHbLIM, BKAOYAsa NOMHbIA NyTb A0 dalina.

Ecnm nmsa oTHocuTenbHOe, TO CHadana NpoM3BOAMTCS MOMbITKA CO34aTb/OTKpbITb ain B Ka-
Tanore obuwem ana Bcex nonb3oBatenenn %commonappdata%\Crypto Pro\LogFiles\, a npu otcyT-
CTBMM MpaB AOCTyna Ha AaHHyl onepauunto — B KaTanore nonb3oBatens %localappdata%\Crypto
Pro\LogFiles\.

Nma cekumm [Trace] — obsa3aTesnbHO.
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4.6. XypHan pa6botbl Mmogyna Kpuntollpo SSF B OC UNIX/Linux

B OC cemernictea UNIX/Linux Moaynb «Kpuntollpo SSF» MOXeT BECTU TPpacCMPOBKY TONbKO B
CUCTEeMHbIN XypHan (syslog). Ons atoro Heobxoammo B cekummn [debug] koHbUrypaumoHHoro danna
CK3W Kpuntollpo CSP /etc/opt/cprocsp/config[64].ini nonucaTb MMeHa Moaynen, noanexawmx Tpac-
CupoBKe cregyowmm obpasom:

<Wma mopyna>=63
<Wma mogyna>_fmt=57
Hanpumep:
cpsapssf=63
cpsapssf_fmt=57

ocsp=63
ocsp_fmt=57

tsp=63
tsp_fmt=57

cades=63
cades_fmt=57

4.7. OnucaHne oCHOBHbIX yHKUMN SSF API

B naHHOM pa3aene npuBeaeHbl NULLb HEKOTOpble 0CO6EHHOCTU peanun3aunm @yHkumMn SSF APL.

MoapobHoe onucaHne MHTepdenca NpUBeaeHO B TEXHUYECKON AOKYMeHTauum SAP - «Secure
Store & Forward (SSF). API Specifications (Version 1.0)».

4.7.1. SsfVersion

Mpu ycnewHoM 3aBeplueHMM Bo3BpalwaeT cTpoky "Crypto-Pro SSF library for SAP Version
1.01".

4.7.2. SsfQueryProperties
OyHKUMS BO3BpaLWaeT 3HAaUYEHMS NOAAEPXKNBAEMbIX MOAY/IEM CBOMCTB:

HanMeHoBaHWe cBoWCTBa | 3Ha4dYeHue

PROPERTIES "FORMATS; HASHALGS ; ENCRALGS ; SSF_POPUPS"

FORMATS "PKCS7;CADES; PKCS7_ CADES; PKCS7 ANY"

HASHALGS " SHA1;GOST3411;GOST-R-34.11-94;GOST-R-34.11-2012-256;GOST-R-
34.11-2012-512;G0ST2012-256;G0ST2012-512;MD2;MD5"

ENCRALGS "GOST28147;GOST-28147-89"

SSF_POPUPS mn

4.7.3. SsfEncode

DYHKUUS HE KOAMPYET KaknMM-nnb6o o6pa3oM BXxoAHble AaHHble. BbixoaHble AaHHblE SBASKOTCS
TOYHOMN KOMUEN BXOAHbIX AaHHbIX.

MWHMManbHO HeobxoaAMMOe KOAMPOBaHME BbINOMHAETCS  (QYHKUMSAMKU, HOPMUPYHOLLMMM
PKCS#7, CMS coobuweHuna (SsfSign, SsfAddSign, SsfEnvelope, SsfDigest). icxoaHble gaHHble npu
dopMmpoBaHUM NOANMMCaAHHOro/3awmndpoBaHHOro coobuwernmns, coobweHus, cogepxallero BblYNCNeH-
HOe X3W 3HayeHue, ecnu Toro Tpebyet API BKkNaablBalOTCA C aBTOMATUYECKON KOAMPOBKOM B opMaT
PKCS#7 — DATA.
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4.7.4. SsfDecode

OyHKUMA He aekoaupyeTt KakuM-1nb6o o6pa30M BXOAHble AaHHble. BbixoaHble AaHHble ABNSA-
FOTCS TOYHOW KOMWEN BXOAHbIX AAHHbIX.

MunHnManbHO HeobxoaMMoe AeKoAMpOBaHME BbIMNOSHAETCS aBTOMaTUYeCcKn YHKUUSAMWU, AeKo-
anpyrwmnmmn nucxogHole PKCS#7, CMS coobuweHus (SsfVerify, SsfDevelope).

4.7.5. SsfSign

OyHKuKMa dopMupyeT M Bo3BpallaeT coobuieHMe B ykalaHHOM dopmaTe, coaepxalime anek-
TPOHHbIE MOAMNUCK OAHOIO UM 6onee «NOANUCAHTOB>.

Kak 6b1n1o onmcaHo B n. “®opMaTbl Kpuntorpadpuyeckmux coobueHmnin” BoaMmoxHo dopMmmpoBsa-
HMe MNPOCTOM W YyCOBepLUeHCTBOBaHHOW 31, BKAloYaloWweln BCe AOKa3aTesbCTBa MOA/MHHOCTU KOH-
KPETHOM 3N1eKTPOHHOM noanucu. Ana dopMmpoBaHMsa NpOCTOM NOANMCKM Mcnonb3yeTcs hopMaTt C CUM-
BO/IbHbIM 0603HauveHneM «PKCS7». Ona ¢dopMMpOBaHUSA yCOBEPLLUEHCTBOBAHHOW MOAMUCU UCMNOSb3Y-
eTcs popMaT C CMMBOJIbHBLIM 0603HaveHnem «CADES» nnn «PKCS7_CADES».

3HadeHMe napameTpa C naeHtudumnkatopom Hash anropmtma He aHanusupyetca. Ans dopmu-
pPOBaHUSA KOHKPETHOM MOoAMUCU UCMOMb3YyeTCs X3W anropntMm Hambonee COOTBETCTBYHOLWMI NpeacTas-
NeHHOMY B cepTudukaTe Kato4da nposepku DI aAropuTMy OTKPLITOro KJkya U MCNOSIb3yeMOMY AN
atoro CK3MW.

dopMmpyeMoe cooblueHMe MOXET BK/OYaTb MM He BKOYaTb B cebsa cepTudukaTbl Kar4en
nposepkn 3l B 3aBMCMMOCTM OT 3HAYEHUS COOTBETCTBYHOWeEro napamerpa ¢gyHkumn. CooblieHuns B
dopmaTe CADES aBTOMaTMueckn BKJOYaloT B cebs cepTudukaTbl U BCe Apyrne Heobxoammble aoka-
3aTeNnbCcTBa NOAJMHHOCTU gaHHoM I,

dopmupyemoe coobuieHne moxeT BkaoyvaTh (attached) wnum He BknouaTth (detached) B cebs
ncxogHole (NoanucbiBaeMble) AaHHble B 3aBMCMMOCTM OT 3Ha4eHMsl COOTBETCTBYHOLWEro napaMeTrpa
dyHKUMN.

PesynbtaT (NnoanmcaHHoe coobueHne) dhopMupyeTcs Aub B TOM Ciyvae, eciau cepTudukatbl
BCEX «MOAMMCAHTOB» HalAeHbl, BCe cepTUdmMKaTbl AENCTBUTENbHbI, BCE 3aKPbITble KHOYM AOCTYMHbI,
BCE NMAapoOSIM K KJloYaM yKasaHbl NpaBunbHO. T.e. Koraa noanucu BCeX yKasaHHbIX B CMUCKe «NoAnu-
CaHTOB» ycCnewHOo ChOpMMPOBaHbI.

Ons Kaxporo «noAnMcaHTa» yKasblBAaeTCsl ero MaeHTUduKaTop, XpaHunuue cepTudukaTos,
KakK ykasaHo B M. «MaeHTudunkaTopsbl, 3alimIieHHble NPOodUIM U agpecHblie KHUMK Nnonb3oBaTtenern», a
TakXXe Mapofb AOCTyMNa K 3aKpbITOMY K4y, Kak ykas3aHo B n. «laponu aoctyna K 3aliMLieHHbIM
npoduasM N aipeCHbIM KHUram».

Mepen noanucaHmeMm cepTU@UKaT MPOBEPSETCS B COOTBETCTBUM CO 3HAYeHMEM napameTpa
CP_SSF_VERIFYCERTFLAGS_ONSELECT. [laHHYO NpoOBEPKY MOXHO OTMEHWUTb, eCnin YCTaHOBUTb A4
napameTtpa CP_SSF_VERIFYCERT_ONSIGN 3HaueHue “FALSE”, nan “NO”, naun “0”.

B cnyuae ownbkn npu nposepke cepTudukata B XypHane pabotbl Mmoayns Kpuntollpo SSF
6yneT oTpaXkeH HeHy/1eBOM CTaTyC MpPOBEpPKU B Buae 16-puUYHOro ymcna. DTOT CTaTyC BO3BpalLaeTcs
dyHkumen npoeepkun CertGetCertificateChain. 3HauyeHne 6MTOB 3TOro CcraTtyca MOXHO MOCMOTPEThb B
AokyMmeHTaumum Microsoft (https://docs.microsoft.com/ru-ru/windows/win32/api/wincrypt/ns-wincrypt-
cert_trust status).

B HekoTopbIX cny4yasx (Hanpumep, NpuW OTCYTCTBMM OHMAWH AOCTyna K cnyx6aM npoBepku
cepTudurkaTa), MOXET BO3BPaALLATbCA HEXenaTeNbHOe 3HaYeHMe CTaTyca NpoBepku cepTudurkarta, Ho
Mo CyulecTBy, no ocdraliHOBbIM CrMcKkaM, cepTudukaTt nNpoBepKy NpoxoAnT. ECTb BO3MOXHOCTb «3a-
MacCKMpoBaTb» HexenaTtenbHble 6UTbl cTaTyca MpOBEpKM, T.e. CUMTaTb MPOBEPKY YCMELIHOW, AaXe
ecnu dwErrorStatus conep>XuT 3T1 yCTaHOB/IEHHbIE 6UTBI.

Ons  3TOoro HeobxoAMMO B  HAcTpoMKax MoAyns yKasaTb 3HadeHWe napameTpa
CP_SSF_VERIFYCERTACCEPTABLESTATUS paBHbiM LleCTHagUaTeEPUYHOMY YUCHY, BKOYato-
WweMy AonyCcTUMble 6UTbI pe3ynbTaTa NpoBepku. Hanpumep,

CP_SSF_VERIFYCERTACCEPTABLESTATUS= 0x1000040

Bonee nogpo6bHo napamMeTpbl M BO3BPalLUaeMble 3HaYeHUs yKasaHbl B TEXHWUUYECKON AOKYMEH-
Taumm «Secure Store & Forward (SSF). API Specifications (Version 1.0)».
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4.7.6. SsfVerify

OyHkuma SsfVerify ocywiectBnsieT nNpoBepKy BCEX 3NEKTPOHHbIX MOAMNUCEN B NepefaHHOM
NoANMMCaHHOM COOb6LEeHUn 1 PopMUPYET CMMCOK BCEX «MOAMUCAHTOB» AAHHOM0 COOb6LeHus, BK/4Ya-
owun ceptudmkaT knoda npoeepkun II, naeHtudmkatop «nognucaHta» (none Subject x.509 cep-
TudukaTa knoda nposepku M), Bpemsa dopmupoBaHua DI (SigningTime). Ecnn B coobueHun co-
AepxaTcs ucxofHole (NoAnucbiBaeMble) AaHHble, TO YHKUMSA NpU YCMELWHOM 3aBeplleHun BO3Bpa-
LaeT TakXe M 3T AaHHble. Ecnu cooblieHne coaepXXuT NpucoeamHeHHyo N 1 npy 3TOM AONOSHU-
TeNbHO YKa3blBAlOTCA WMCXOAHble (NOAMUCHIBAEMbIE) AaHHble, TO AOMOMHUTENbHO OCYLLeCTBASeTCS
npoBepka Ha MAEHTUYHOCTb MOAMMCAHHbIX AAHHbIX, COAEPXaLlMXCs B NpoBepsieMOM coobleHun, C
nepefaHHbIMM UCXOAHbIMU AAHHbIMW. ECAM 3TW AaHHble OTAMYAlOTCS, TO BO3BpallaeTcsa cooblieHune
06 owunbke.

PesynbtaTt (NnoanucaHHoe coobuieHne) dopMmpyeTcs Nub B TOM C/lydyae, ecnu ceptudumkart
«nognucaHTa» HahAaeH, 3aKpbiTbin Katod DI A40CTyNeH, Naposb Ha AOCTYN K KAKYY yKa3aH npaBusib-
HO.

NS ocylecTB/eHMS NMpoBEPKM NOANMUCU HEOBXOAMMO MpaBu/bHO NepeaaBaTb 3Ha4YyeHue dop-
MaTta cooblieHunsa, ncnonb3oBasLwerocsa npu GopMmMpoBaHun (NOAMNUCK) UCXOAHOro coobuleHuns. Kak
66110 onncaHo B n. “®opMaTbl KpunTorpaduuecknx coobueHnin” napametp dopmaTa MOXET MPUHU-
MaTb ABa 3HayeHuda: «PKCS7» - ana npocton 3N n «CADES» («PKCS7_CADES») - anga ycosepLueH-
cTBOBaHHOM JI1.

MoXHO yka3saTb 3HadeHue dopmaTa «PKCS7_ANY». B gaHHOM cnyyae mMoaynb 6yaer aBToMa-
TU4eckn onpenensdTts QopMmaT nepegaHHoro emy kpuntorpadumuyeckoro coobuweHna (PKCS#7 wnu
CADES) n 3anyckaTb COOTBETCTBYHOLWY 06paboTky. D10 no3sosiseT obpabatbiBaTh cooblieHns, He
3Has 3apaHee No KakoMy TUMy OHO 6b1s10 CHOPMUPOBAHO KOHTPAreHTOM.

3Ha4yeHue napaMeTpa MCI'IOJ'Ib3yeMOl7I a,qpeCHon KHUTX NoNnb30BaTeNnd AO0JIXKHO (bOpMMpOBaTbCH
B COOTBETCTBUU C nNpaBwuiaMn, onnCaHHbIMK B 1. <<|/|Ll,eHTVICbVIKaTOpr, 3allULEHHbIE I'IpOCI)MJ'IVI n aan-
peCHble KHUTU rnosib3oBaTenemn».

dopmMupyemoe cooblleHre MOXET BKAKOYATb UM He BK/KOYaTb B cebs cepTudmkaTbl KoUen
nposepkn 21 B 3aBUCUMOCTU OT 3HAYEHMUS COOTBETCTBYOWeEro napamerpa dyHkuun. CoobleHuns B
¢dopmaTe CADES aBTOMaTU4eCKM BKIOYAKT B cebs cepTudukatbl U BCe Apyrue HeobxoamMblie AoKa-
3aTenbCTBa NOAMHHOCTU AaHHon DI,

PesynbtaTt paboTbl pyHKUMM, 3anosHeHMe nosien npodumna «noannucaHToB» (GOpMUPYIOTCS B
COOTBETCTBMU C MpaBuiiaMu, ONUCaAHHbIMKM B TEXHUYECKON AOKYyMeHTaumunm «Secure Store & Forward
(SSF). API Specifications (Version 1.0)».

B paHHOM Bepcuu moaynsa napametp dyHkuum bUseCerts (uMcnonb3oBatb M Mpu npoBepke
cepTuduKaTbl BIOXEHHble B COObLLIEHNE) He aHanum3upyeTcsa. Peanunsaums UCNonNb3yeT BCE BO3MOX-
HOCTWM AN noucka ceptudukaTa Kroya npoBepkn KoHKpeTHon DI. Ecnn cepTudmkaT npucyTCTBYET B
CcoobLeHnn, TO OH UCMNONb3YyeTCsl, €CIN HET, TO CepTUdUKAT ULLETCA B YKasaHHOM XpaHwuuuie cep-
Tudukara.

Mocne npoBepKM Kaxkaon NoANUCU MO YMOSYaHMIO OCYLLECTBNAETCS M NpoBepka cepTudukara
Kno4ya nposepku DI, Mpu 3TOM NpoBepsSieTca BCS Leno4dka cepTudukKaToB, BK/KOYas NMPOBEPKY Ha
OT3blB Ka>xaoro CepTVICbVIKaTa, 3a UCKTIDYEHNEM KOPHEBOTIO.

Ecnn HeobxognMO OTKAKOUYUTL MNPOBEPKY CEepTUPUKATOB Ha OT3bIB B coobuweHunsax PKCS#7
MOXHO YKa3aTb B MEpPEeMEHHOM OKpYXEHUS WM B 3Ha4YeHUW napameTpa danna Hactpoek ssf.ini
CP_SSF_VERIFYCERTFLAGS 3HauyeHne 0 (CP_SSF_VERIFYCERTFLAGS=0). B naHHOM nepeMeHHOM
MOXHO yKa3blBaTb M ApYyrMe 3Ha4YeHUs, CBA3aHHbIe C NpOBepKON cepTudmkaTa. 3HavyeHne npeacras-
nserca 16-puMyHbIM 3HadeHneM 6uUTOBOM Mackm dnaroB QyHKUNMK CertGetCertificateChain
(https://docs.microsoft.com/en-us/windows/win32/api/wincrypt/nf-wincrypt-certgetcertificatechain).

3HayeHMe AaHHOro NapamMeTpa pacnpoCTPAHAETCS TONbKO NpU MPOBepKe 3NEKTPOHHbIX NOAMU-
cein, cdopmmpoBaHHbIX no opmaTy PKCS7.

B cnyuyae owunbkun npu nposepke cepTudukaTta B XypHane pabotbl moaynsa Kpuntollpo SSF
O6yAeT oTpaXeH HeHy/eBOW CTaTyC NPOBEPKM B BMAE 16-puUYHOro ymcna. ITOT CTaTyC BO3BpallaeTcs
dyHkumen nposepku CertGetCertificateChain. 3HauyeHne 6MTOB 3TOro CraTtyca MOXHO MOCMOTPETHb B
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nokymeHTaummn Microsoft (https://docs.microsoft.com/ru-ru/windows/win32/api/wincrypt/ns-wincrypt-
cert trust status).

B HekoTOpbIx cnyyasx (HanpuMmep, Npu OTCYTCTBMWU OHMAMH AOCTyna K cnyxbaM npoBepku
ceptTndunKkaTa), MOXET BO3BpalLaTbCs HexXenaTenbHoe 3HauYeHne cTaTyca NpoBepKKU cepTudukaTa, Ho
no cywecTtsy, No opNaHOBbIM CMUCKaM, CepTUdUKAT NPOBEpPKY MPOXoAUT. ECTb BO3MOXHOCTb «3a-
MaCKMpOBaTb» HexenaTenbHble H6MThbl CTaTyca NMPOBEPKM, T.e. CYUTaTb MPOBEPKY YCMELHOW, Aaxe
ecnu dwErrorStatus coaep>XuT aTn yCcTaHOBJ/IEHHbIE BUTDI.

Ons  3Toro Heo6xoAMMO B  HacTpolikax MoAyfnsi yKasaTb 3HayeHue napameTpa
CP_SSF_VERIFYCERTACCEPTABLESTATUS paBHbIM LuecTHagLaTepU4YHOMY YMCIY, BKIOYalo-
weMy fonycTuMble 6UThI pe3ynbTaTa NpoBepku. Hanpumep,

CP_SSF_VERIFYCERTACCEPTABLESTATUS= 0x1000040

Ons dopmaTta CADES Bceraa npoBepsieTcsi NoAnNMCb U cepTUdUKaTbl MO CaMbiM CTPOrMM Mpa-
BW/1aM, OMUCAHHbLIM B COOTBETCTBYIOLEM CTaHAApTE.

HeobxoanmMo oTMETUTbL, YTO B AaHHOW peanusaummn dopmata CADES He ponyckaeTcs mcnosnb-
3o0BaHme OCSP oTBeTOB, Y KOoTOpbIX nosie ThisUpdate (Bpema Hadana gencteus OCSP oTBeTa) MeHb-
e BPEMEHW, YKa3aHHOM B WTaMne BpeMeHu. T.e. uHdopMmaumsa o6 oT3biBe cepTudMKaTa AOSIKHA
6bITb «CBEXen>», Aabbl NCKIOYNTL NCNOb30BaHNE HeAOCTOBEPHOM MH(OpMaUnm o ctatyce cepTudu-
KaTa Ha MOMeHT moanucu. Kpome sToro npu otcytctBum B OCSP otBeTe nons NextUpdate (cpok
OKOHYaHuS aencteusa MHdbopMaumm o cratyce ceptudmkata B AaHHOM KoHKpeTHoM OCSP otseTte),
3HaveHue nonsg ThisUpdate He Ao/MKHO NpeBbIWaTh BpeMS, YKasaHHOe B WTaMrne BpeMeHn 6onee yem
Ha 5 MuUHyT. Mo3aTOMYy Heob6xoAMMO CNeauTb 3a CUMHXPOHW3auMen BpeMeH yKasaHHbix cnyxb6 (TSP,
OCSP), ocobeHHO, ecnn oHWM pacnosiarakTCs Ha pa3HbIX cepBepax.

Mpu popmupoBaHum coobeHmn N no dopmaty CADES B TOM cnyvae, ecnn moaynb «Kpun-
Tolpo SSF» nony4daer OCSP oteeT oT cnyx6bl OCSP co 3HadyeHneMm BpemeHeM B nosie ThisUpdate
MEHbLLIMM, YEM B MOJIYYEHHOM LUTaMMe BpeMeHun, oH byaeT npogonxaTb nocbinate OCSP 3anpockl ¢
HEKOTOPbIM MHTEPBANIOM A0 TEX MOp, NOKa 3TU BPEMEHA HEe CTaHYT, XOTS Obl paBHbIMU.

B cnyuae, korga gnsa c¢opmuposanHma 3l no ¢opmaty CADES mcnonb3yloTcs nporpaMMHbie
CpeacTBa ApYyrux MpousBoAUTENEeN, KOTOpPble B 3TOT MOMEHT He MPOBepsOT pacXoXAeHue BpeMeHu
wTtamna spemMeHn n OCSP oTBeTa, MOXET BO3HUKHYTb CUTyaLMs, KOrga OKpyrieHHoe A0 CEKYH Bpe-
Ma OCSP oTeBeTa oka)eTCs MeHblue HeoKpyrneHHoro epemMeHun wtamna (o 0.5 cek). Mogynb Kpun-
TolMpo SSF npu npoBepke DI Taknx cooblieHnin MoOXeT BblAaTb OWKNOKY. 18 npeaoTBpalleHns Takux
CUTyaumn MoxeT ucnonb3oBaTbcsa napameTp AllowedExceedingTSPoverOCSPTime B HacTpolikax noau-
Tukn moayna CAdES («[JonycTuMoe npesbllleHNe BPEMEHU LWITaMNa Ha4 BpPEMEHEM Hayana AencTBus
(ThisUpdate) OCSP otBeta B CAdES coobweHunax. Ot 0 go 10 cekyHA»). 3HayeHne faHHOro napa-
MeTpa 3adaeTtcsa npu ycraHoske moayns Kpuntollpo SSF (cM. n. «YcTtaHOBKa gmuctpmbytmeBa Kpunto-
Mpo SSF»), n 3aHocuTcsa B Peectp Windows B kntod HKLM\Software\Policies\Crypto-Pro\CAdES\.

4.7.7. SsfEnvelope

OyHkumsa SsfEnvelope dopmupyer 3awndpoBaHHoe coobuleHne (UndppoBOM KOHBEpPT-
ENVELOPED DATA) ans HecKoNbKUX YKasaHHbIX nonydateneni. Ona wudpoBaHUA MCNONb3yeTcs
TONbKO CUMMMETPUYHBbIA anroputM wudpoaHna TOCT 28147-89. CeptudukaTbl nonydyaTtenen anek-
TPOHHOrO coobLeHna TakxXe AO0MKHbI COAEPXaTb OTKPbITblE K/AOUM U MOAMUCU CHOPMUPOBAHHLIE C
ncnonb3oBaHuem anropmtmos OCT.

MapameTp «dopmaT» B AaHHOM (DYHKUMM MOXKET NpUHUMATb Kak 3HadeHne «PKCS7», Tak u
«CADES» («PKCS7_CADES»). Kakon M3 HUX MCNO/b30BaTb — HE MMEET HMKAKOro 3HadeHud. Ha
dhopmaT ntorosoro coobuieHns 3ToT BbIbOp HMKAK HE BAUSET.

3HauyeHMe napaMeTpa WCNOSb3YEMOM aApPECHOM KHUIMM MNOSb30BaTENS, a TaKXe 3HadeHus
MAEHTU(PUNKATOPOB MoJlyyaTesnierr B CNMCKe nosydaTenem AoMKHbl POPMUPOBATLCS B COOTBETCTBUU C
npaBuiiamm, oNMCaHHbIMK B N. «MaeHTUUKATOPbI, 3alMILEHHbIE NPODUIN N aapECHbIE KHUMM MOJb-
30BaTenemn»,

NToroesoe 3awmndpoBaHHoe coobuieHne hopMUPYETCS NUWb B TOM Cly4ae, ec/iu BCe mony4a-
TENWN N3BECTHbI, UX CEPTUdUKATbI HaMAEHbl B YKa3aHHOW apeCcHO KHUIre n AoCTynHbl. Koabl Bo3Bpa-
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Ta dyHKUMM M pe3ynbTaTa 06paboTKM Kaxkaoro mM3 nonydatenen (GpopMUpPYOTCA B COOTBETCTBUU C
npasBuiiamm, ONMMCaHHbIMU B TEXHUUYECKOW AOKYMeHTauunm «Secure Store & Forward (SSF). API Speci-
fications (Version 1.0) ».

4.7.8. SsfDevelope

OyHkuma SsfDevelope pacwudpoBsbiBaeT coobuieHne, 3awmdpoBaHHoe dyHKumen SsfEnve-
lope, Ans oAHOro ykasaHHoro nonydartens. Ana pacwudpoBaHus coobLleHNs UCNONb3yeTcs 3aKpbl-
TbI KoY nony4yatens. MNons 3awmweHHoro npodwuns nony4datens A0/MKHbl 6biTb 3aM0/HEHbl B COOT-
BETCTBUM C NMpaBuiaMm ONUCaHHbIMK B NMn. «aeHTUdMKaTOpPbl, 3alueHHble Npodunan U agpecHble
KHUMM nofb3oBartenen» un «MNaponm AocTyna K 3awnieHHbIM NpoduisaM U agpecHbIM KHUram».

MapameTp «dopmaT» B AaHHOM (DYHKUMM MOXKET NpUHMMATb Kak 3HadeHne «PKCS7», Tak u
«CADES» («PKCS7_CADES»). Kakon M3 HMX MCNONb30BaTb — He MMeeT HMKaKoro 3HadveHus. Ha
dopmMaTt nToroBoro coobueHns aToT BbIGOp HUKAK HE BIIUSET.

3Ha4dyeHne napameTpa UCNOJSIb3yeMON afpeCcHOM KHUIMM nofib3oBaTens AO0/HKHO popMmpoBaTbhbCs
B COOTBETCTBMM C MpaBuiaMu, ONUCaHHbIMK B N. «NaeHTudMKaTOpbl, 3aWmLieHHble npodunm n aa-
peCHble KHUIU MoJib30oBaTenen».

B cnyyae ycnewHoro 3aBeplieHns dyHKLMM BO3BpaLlaeTCcsa pacmdpoBaHHoe coobuieHue.

Koabl Bo3BpaTa yHKUMKN U pe3ynbTaTta 06paboTkM Kaxkaoro n3 nony4varenein gopMupyotTcsa B
COOTBETCTBMM C MpaBusiaMu, ONUCaAHHbIMKM B TEXHUYECKOW AOKyMeHTauum «Secure Store & Forward
(SSF). API Specifications (Version 1.0) ».

4.7.9. SsfAddSign

B oTnnume ot dyHKuum SsfSign aaHHasa dyHkumsa dopmupyeT aobasnsieT ewé oaHy 31eKTPOoH-
HYIO MOANUCb K YyXXe NoAnMCaHHOMY cOobLleHUo B yKa3aHHOM ¢dopMaTe, 1 Bo3BpalaeT coobueHue,
BKJIlOUaloLee BCe 3MEKTPOHHbIE MOAMUCU — BHOBb A06aBNEHHYIO U CoAep)KaBLIMeCcs B UCXOAHOM
(noanucbiBaeMoM coobLieHmnn).

Tun HoBoro coobueHus (attached nmbo detached) dopmupyeTcs B 3aBUCMMOCTU OT TuUMa MUC-
XOAHOro noanucbiBaeMoro coobuieHums.

Kak 6b110 onucaHo B n. “®opMaTbl Kpuntorpapunyeckux coobieHnin” so3amMoxHo dopMuposa-
HMe MpPOCTON M ycoBepLleHCTBOBaHHOM 2I1, BKAOYalowWen BCce AoKasaTenbCTBa MOAMHHOCTU KOH-
KPETHOW 3/1eKTPOHHOM nognucu. Ons dopMrUpoBaHMsa NpoOCTON NoANMCKU ncnonb3lyeTtcss dopmaTt C CUM-
BONIbHbIM 0603HaueHneM «PKCS7». Ona dopMUpPOBaHUS yCOBEPLUEHCTBOBAHHOW MOAMUCU UCMOb3Y-
eTcsa dbopmaT € cMMBOJIbHbIM 0603HaveHneM «CADES» («PKCS7_CADES»).

3HadyeHne napaMmeTpa C naeHtudunkatopoMm Hash anropmtMma He aHanuaupyetcsa. OAna dopmu-
pOBaHUS KOHKPETHOM NOAMUCK UCMOJSIb3YETCH X3LW anropuTtMm, Hambonee COOTBETCTBYOLWMI NpeacTaB-
NleHHOMY B cepTudukaTe Kaw4a nposepkn DI anropuTMy OTKPLITOrO KJllo4a M UCNOSb3YEMOMY AN
storo CK3MW.

dopMnpyeMoe coobliueHMe MOXET BKIOYaTb MM He BKAO4YaTb B cebs cepTudukaTbl Kar4en
nposepkn 3l B 3aBMCMMOCTM OT 3HAYeHUS COOTBETCTBYHOWero napamerpa dgyHkummn. CooblieHns B
¢dopmate CADES aBTOMaTMyecku BKIOUAKOT B cebsa cepTudukaTbl U Bce Apyrue Heobxoammble AoKa-
3aTenbCTBa NOAMHHOCTU AaHHon DI,

PesynbtaT (NnoanucaHHoe coobuieHne) popMmpyeTcs Nub B TOM cC/lydyae, ecnu ceptudukart
«nognucaHTa» HahaeH, 3ToT cepTuduKaT AeNCTBUTENEH, 3aKpbITbi KAtod 3l AOCTyrneH, naposib Ha
OOCTYMN K KoYy yKasaH npaBunbHO. Ecnn coobuleHne coaepXuTt npucoeanHeHHywo 21 n npu 3ToM
OOMNOSTHUTESNIbHO YKa3bIBalOTCA uUcxogHble (noanucbiBaeMble) AaHHble, TO AOMOSHUTENbHO OCYLEeCTB-
nsieTca NpoBepKa MAEHTUYHOCTb MOAMUCLIBAEMbIX AAHHbIX, COAEPXALLMXCA B MOAMUCLIBAEMOM CO06-
LWEeHNN C nepeaaHHbIMWU UCXOAHbIMU AaHHbIMW. ECNK 3TW AaHHble OTNMYalOTCs, TO UTOroBoe coobuie-
HMe He dopmMupyeTcs.

Mepen noanucaHmeMm cepTU@UKaT MPOBEPSETCS B COOTBETCTBUM CO 3HAYeHMEM napameTpa
CP_SSF_VERIFYCERTFLAGS_ONSELECT. [aHHY NpoBEpPKY MOXHO OTMEHWUTb, €C/Nin YCTaHOBUTb ANs
napameTtpa CP_SSF_VERIFYCERT_ONSIGN 3HaueHue “FALSE”, namn “NO”, namn “0”.

3HayeHus1 nonen 3awmnLeHHoro Npoduas «NoanMcaHTa» yKasblBalOTCA B COOTBETCTBMMU C Mpa-
BUNAMWN, U3JTIOXKEHHbIMK B NMN. «NAeHTUDUKATOPbI, 3alUULLEHHbIE NPOMUIN N aAPECHbIE KHUTN MNOJb-
3oBaTenen» n «Maponu gocTyna K 3alMeHHbIM NpoduUisM U aapecHbiM KHUMaM».
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bonee nogpobHO nNapameTpbl M BO3BpalLaeMble 3HAYEeHUS yKa3aHbl B TEXHUYECKOW OOKYMEH-
Tauum «Secure Store & Forward (SSF). API Specifications (Version 1.0)».

4.7.10. SsfDigest

[daHHas dyHKUMS mncnonb3yeTcss Ans BbluMcneHns Hash 3HadeHms nepepaHHbIX MCXOAHbIX
OaHHbIX NO yKasaHHOMY anroputMmy. B pesynbtate dopmupyetcs coobueHne dopmata PKCS#7 Di-
gestData.

Tun HoBoro coobueHus: attached nnbo detached, dpopmupyeTcs B 3aBUCUMOCTM OT 3HAYEHUS
COOTBETCTBYHOLLEro napaMeTpa QyHKUNN.

MapameTp «dopmaT» B AaHHOM (DYHKUMUM MOXKET NpUHMMATb Kak 3HadeHne «PKCS7», Tak u
«CADES» («PKCS7_CADES»). Kakon M3 HMX MCNoNb30BaTb — He MMeeT HMKaKoro 3HadyeHus. Ha
dopmMaTt nToroBoro coobueHns aToT BbIGOp HUKAK HE BIIUSET.

3HadyeHne napaMeTpa MCNOosb3yeMOro X3LW asiropMTMa MOXET NpUHUMaTb OAHO M3 Clieayowmx
3HAYEHUMN:

- «MD2»

-  «MD5»

-  «SHA1»

- «GOST3411»

-  «GOST2012-256»
-  «GO0ST2012-512»

Onsa cOBMeCTUMOCTM C MOAYNSMU APYrnx npousBoauTenein BeBeaeHbl CUHOHUMbI 0603HAYeHUs
anroputmoB. Ansa FOCT P 34.11-94 noMnMo ykKasaHHOro maeHtudukatopa «GOST3411» MOXHO uC-
nonb3oBaTtb naeHtudunkatop "GOST-R-34.11-94". Ona NOCT P 34.11-2012 (256 6uT) nomMnmo yka-
3aHHOro naeHTudukaTopa «GOST2012-256» MOXHO UCNonb3oBaTb naeHTudukaTop " GOST-R-34.11-
2012-256". Ana NOCT P 34.11-2012 (512 6u1T) noMMMO ykasaHHOro maeHtudukartopa «GOST2012-
512» MOXHO ucnonb3oBaTb naeHtTudukatop " GOST-R-34.11-2012-512".B HeKOTOPLIX CAy4yasax 3TO
NO3BONSET UCNOSb30BaTh OAWH U TOT Xe KoHdUrypaumoHHselin darin ssfrfc.ini.

Koabl Bo3BpaTa pyHKUMM (POPMUPYIOTCS B COOTBETCTBUWU C NpaBuiaMm, onnucaHHbIMKU B TEXHU-
yeckor gokyMeHTaummn «Secure Store & Forward (SSF). API Specifications (Version 1.0) ».
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5. MpunoxeHne. CNNCoK NepeMeHHbIX OKPYXeHUSa 1 napameTpos ssf.ini

[nga ykasaHug JonosHUTeNbHbIX HacTpoek moayns Kpuntollpo SSF MOXHO ncnosb3oBaTtb cne-
Aylolwne nepemMeHHble oKpyXeHusi/napameTpbl daina HacTpoek ssf.ini:

HanmeHoBaHue

3HayeHune

CP_SSF_USERID

Kakoe npeacraBneHme ncrnonb3oBatb Ans 0603HaYeHUs UAEHTU-
dukaTopa ceptudukarta, npmM nomMowm KoToporo 6bia nposepe-
Ha 2Il.

Mo ymonuaHuio Bo3BpalwaeTca «OTAuMuuTeNlbHoe UMS» Bnajesb-
ua ceptndukaTa. Ecnm gnsa gaHHOM nepeMeHHOW yKa3aTb 3Haye-
Hne «CERT_HASH», To 6yaeT Bo3BpawaTtbcs SHA1 xaw 3Hade-
HMe «oTnevyaTka» cepTudukara.

Mpumep:

CP_SSF_USERID=CERT_HASH

CP_SSF_ADD_TSP

CnncoK AOMNOJIHUTENbHbIX aApecoB CNyX6 LITaMNoB BPEMEHMW,
pasfesieHHbIX CUMBOJIOM «;»

Mpumep:
CP_SSF_ADD_TSP=http://testca.cryptopro.ru/tsp/tsp.srf

Mpwn aToM Npoueaypa noanucu byaeT nbiTaTbCs CHadana
obpalwaTtbCsa No OCHOBHOMY agpecy Ccnyxbbl, yKasaHHOMY B
OCHaCTKe rpynrnoBoy NO/IMTMKKU, @ B CNy4Yyae Heyaauu, NoBTOPSTb
npouenypy C MCNosib30BaHMEM aapecoB CNyX6 ykasaHHbIX B ne-
pPEMEHHOWN OKPYXXEHMUS.

CP_SSF_VERIFYCERTFLAGS

[JaHHas nepeMeHHass MCNONb3yeTCcs TOSIbKO npu nposepke 2l
cdhopMmumpoBaHHOM no ctaHaapty PKCS#7. MNpu nposepke 3,
ccopmMmpoBaHHbix no ctaHaapTy CADES, ceptudumkaTbl Ha OT3bIB
npoBepslTCa BCerga, B COOTBETCTBMM CO cneuundukaumen
CAdES X Long (no BKk/OYEHHbIM B cooblieHne aokasaTenbCcTBam
aKTyanbHOCTM cTaTyca ceptudmkata — OCSP oTBeTam)

Ecnn Heob6xoaMMO OTKIHOUYUTL NPOBEPKY CEPTUPUKATOB Ha OT3bIB
B coobleHnax PKCS#7 MOXHO ykasaTb B AaHHOW NepeMeHHoM
3HauyeHune 0 (CP_SSF_VERIFYCERTFLAGS=0).

B ﬂ,aHHOﬁ nepeMeHHoM MOXHO YKa3blBaTb U ApYyrne 3HaydeHus,
CBSI3aHHble C MNpOBepKOM cepTudukaTa. 3HadeHne npeacrasns-
eTcad 16-puUYHbIM 3HadyeHneM 6UTOBOW Macku dnaros GyHKUUMU
CertGetCertificateChain (https://docs.microsoft.com/en-
us/windows/win32/api/wincrypt/nf-wincrypt-
certgetcertificatechain).

3HayeHne AaHHOro napamMeTpa pacnpoCTPaHSETCs TONbKO Mpwu
MpoBepKe 3/IEKTPOHHbLIX noanucen, copMmMpoBaHHbIX NO dop-
maTy PKCS7. Ona ®opmat CADES Bcerga nposepsieTcs noanmcb
W cepTudurKaTbl NO CaMbIM CTPOrMM nNpasuiaM, OMUCaAHHLIM B CO-
OTBETCTBYIOLLEM CTaHaapTe.

Mpunmep:
CP_SSF_VERIFYCERTFLAGS=10000000

Mo ymMon4yaHuto ncnosnb3yeTtcs 3HavyeHne 0x40000000
(CERT CHAIN REVOCATION CHECK CHAIN EXCLUDE ROOT)
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CP_SSF_ASK_PIN_WHEN_EMPTY

[JaHHas nepemeHHas ucnonblyetca B GyHKUNSAX SSF, rae Tpeby-
€TCA AOCTYn K 3aKpbITOMy K4y nonb3oBatens (SsfSign,
SsfAddSign, SsfDevelope). Ecnu 3HaueHuMe AaHHOM NepeMeHHOoN
paBHO «1» mnn «YES» nnmn «TRUE», TO B cfiyyae, Koraa npuio-
XeHune nepepaet moaynto «Kpuntollpo SSF» nycTyko CTpoKy B
KayecTBe naposs A0CTyna K KOHTeMHepy 3aKpbITOro Kaw4a, Mo-
aynb 6yneTt pacueHuBaTb 3TO KaK yKa3aHue Ha BbIBOA OKHa Ans
3anpoca napons AoCTyna K 3aKpbITOMY K4y (ecnm, KOHe4HO,
naposib Ha AaHHbIN 3aKpPbITbIM K04 YCTAHOB/IEH).

CornacHo cneumndumkaumm SAP Ha SSF API, moaynb AOXEH Bbi-
BOAUTb NogobHoEe OKHO, ecnin B KadecTBe NepBOro CMMBOJa, ne-
pedaHHOW eMy CTpOoKM napons, umaer «!» (BockauuaTesbHbIN
3HakK). Ho HekoTopble yXe CyWecTBYLWME NPUI0XKEHNS BMECTO
3TOro nepeaarT NYyCTYH CTPOKY, MNO3TOMY A/ COBMECTUMOCTU C
HUMK B Moaynb «Kpuntollpo SSF» 6bina gobasneHa AaHHasa on-
umns.

CP_SSF_VERIFYCERTFLAGS_ONSELECT

[aHHas nepeMeHHass MCNoNb3yeTcs Mpu npoBepke cepTudukKa-
ToB B rnpoueaype otbopa mx B cnmcok Bbibopa cepTudukaTa
noanumcu. B HacTponkax nonb3oBatens B KadectBe naeHtudmka-
Topa cepTudukaTa ka4ya nposepku I, Npy NOMOLWM KOTOPOro
6ynet dopmuposaTbcst DI, MOXHO yKasbliBaTb K/lOYEBOE CJ/I0BO
$SELECT_CERTIFICATE$ (3Haukun $$ - obszaTtenbHbl). B aTOM
c/lyyae Ha akpaH 6yaet BblgaH CnMcok cepTudukaTtos. lMonb3o-
BaTesib caM BbibMpaeT M3 3TOro cnucka — Kakom cepTtudumkaTt uc-
nonb3oBaTtb. Kaxablin cepTudukaT, NnonagaemMbli B CNUCOK, A0/-
)XEH MPOWNTM NMPOBEPKY B COOTBETCTBUM C (pylaramum, yKasaHHbIMU
B AaHHOM nepeMeHHol. BO3MOXHble 3HaudeHus ¢naros aHasno-
rMYHbl MEPEMEHHOM CP_SSF_VERIFYCERTFLAGS.

[aHHasa nepemMeHHas MCNOSb3yeTCs TakXe Npu NpoBepKe cepTu-
duvkaToB nepea dopmmpoBaHumem 3Il1, kKoraa uaeHTUdUKaATOpBbI
cepTudmkaTa ANns NoANMUCU yKasaHbl SBHO B apryMeHTax (yHK-
umin SsfSign, SsfAddSign.

CP_SSF_VERIFYCERT_ONSIGN

[aHHbIN napaMeTp MNO3BOJISET OTMEHUTb MNPOBEpKY cepTuduka-
TOB NMOAMNMCAHTOB, BbINONHAEMY0 nepes popmmpoBaHuem 3r1. Mo
YMOJTYaHUIO AaHHas NMpoBepKa NMPOU3BOANTCS B COOTBETCTBUM CO
3Ha4YeHMEeM nepeMeHHOM CP_SSF_VERIFYCERTFLAGS_ONSELECT. Ecnwu
)Ke napameTpy CP_SSF_VERIFYCERT_ONSIGN YCTa@HOBWUTb 3HaudeHue
“FALSE”, "NO” nnu “0”, To npoBepka cepTudukata nepes noj-
MMCaHWEM MPOU3BOANTLCS He b6yaeT coBCeM. DTO MO3BONISIET B
HEKOTOPbIX Chny4dadax 3Ha4UTesIbHO YCKOPWUTb aBTOMaTUYeCcKum
npouecc noagnmcm 60nbWNX 06BLEMOB JOKYMEHTOB.

CP_SSF_VERIFYCERTACCEPTABLESTATUS

JaHHbI NapaMeTp MNO3BOJIIET yKasaTb 6UTOBYIO Macky Ans oT-
pULIATENbLHOrO cTaTtyca npoBepKu ceptudukata, M cumTatb, UTO
€CN1 B pe3y/ibTaTe NpOBEPKM cepTudmnKaTa BEPHYNOCh 3HAYEHNE
cTaTyca, coBnajawulee C ykKasaHHbIMM 6UTaMu, TO MpoBepka B
uenom — YCMNELUHA.

3Ha4yeHusa CTaTyCcoOB MPOBEPKU CM. B AOKYMeHTaumm Microsoft Ha
dyHKUMIO CertGetCertificateChain
(https://docs.microsoft.com/ru-
ru/windows/win32/api/wincrypt/ns-wincrypt-cert trust status)
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6. NepeyeHb CoOKpalleHU

Kpuntonposangep (Cryptographic Service Provider)
OnepaunoHHas cucteMa

CpeactBo kKpuntorpadunyeckomn 3awmnTtbl MHDOPMaLmn
DNeKTpoHHasa noanuck

(Signer) Bnapeney 3akpbIiTOro Kjw4ya U cepTudukaTta kiwoda nposepku I, npwu
MOMOLLM KOTOpPbIX (hopMMpoBanach 31eKTpoHHasa Noanuch

Bnageneu 3akpbITOro K4ya M COOTBETCTBYIOLLErO CEPTUGMMKATA OTKPbLITOrO KJoua,
B aApec KoToporo wudpoBanock coobuieHne. CepTuduMKaT OTKPbLITOro Kkoua uc-
NnoNb3yeTcs ANs BblpabOTKM CECCMOHHOMO K/toya WndpoBaHus.
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